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Digital Guardian Management Console

> MANAGE AND CONTROL ALL AGENTS FROM ONE CONSOLE

The Digital Guardian Management Console (DGMC) isyour ~ Data use policies that you configure in the DGMC are

web-based command center within our Digital Guardiandata-  distributed down to and enforced by the DG endpoint

centric security platform. It enables you to create and manage  agents. The agents send event logs back to the DGMC, which

policies, alerts, and reports. aggregates and analyzes the event data and provides alerts
and consolidated reporting.

MANAGE AND CONTROL ALL AGENTS - USE OUR ADVANCED ANALYTICS ENGINE &

LINUX, MAC OR WINDOWS - FROM ONE CONSOLE DASHBOARDS FOR EXECUTIVE, FORENSIC

e Manage data security policies to Digital Guardian agentsby ~ & CUSTOM REPORTS
users, machines or groups.  View aggregated, high-level snapshots of sensitive data

e Createrole-based access controls. usage and flow across the extended enterprise.

o Capture, aggregate, and store user and data-related ¢ Drill-down to relevant information at the user, machine, or
activities with full forensic context. individual file level.

e Set policy-based alerts and email notifications for near-real- e Use our integrated case management and forensic
time incident response. capabilities to track data usage by users and groups for

e Synchronize with your existing Active Directory or targeted investigation. All usage logs are stored as tamper-
LDAP infrastructure. proof evidence (encrypted and digitally signed)

o Configure for anonymization of the data to support privacy for future validation.
laws and Worker’s Council concerns. e Integrate Digital Guardian event logs with SIEMs and

» Monitor application usage and activity. other event aggregators.

> EXECUTIVE DASHBOARD - USB EXAMPLE

Top 20 devices connected

200
Device Files Notes
2 10 research in motion rim mass storage device 427 Blackberry
S research in motion rim composite device 170 Blackberry
2 unknown string rim mass storage device 99 Blackberry
iy htc android phone 77
novatel wireless inc. novatel wireless cdma 50
motorola motorola a855 31
50 kingston datatraveler 2.0 25
sandisk cruzer 24
I I I I sandisk u3 cruzer micro 20
0 hp officejet 6500 e709a 19
& T ST usb Flash disk 15
hp photosmart 3300 series 15
EheseFi R 1
chipsbnk v2.0.33 13
gzi g é: hspa,incorporated hspa wcdma technologies msm 13
oct 14 161 kingston dtvault privacy 13 Approved
Oct 15 152 usb mass storage 12
gEﬂg ;; htc storage 11
oct 18 193 apple inc. ipod 11
Oct 19 207 archos a5s 11
Oct 20 151
oct 21 161
oo o Adjustments are being made to allow Blackberry devices

Oct 24 51
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> EXECUTIVE DASHBOARD - WEBMAIL AND UPLOADS EXAMPLE

. Top 15 domains for classified files sent outside
0 Device Files Notes
° www.facebook.com 82
£ 5 Myonetwothree 20 Added into whitelist on Oct 19th
- 123.345.789.123 18
KL www.walmartmoneycard.com 14 Added into whitelist on Oct 15th
- Lisaiu.careeredonline.com 14
www.veriorder.com 12
B onlinebanking.tcfexpress.com 11
B www.dmdc.osd.mil 9
o I I I 172.129.5.123 (OneLine) 8 Added into whitelist on Oct 18th
e e s e e oo s e o s s myaccount.ascensus.com 8
R 0 P P www.gestarawards.com 8
office.microsoft.com 7
www.secureb2c.com !
18 www.marketwatch.com 7
Oct 12 81 www.myuhc.com 7
oct 13 98
oct 14 15
git 1@ ;3 On October 12th webmail & upload policy was deployed to 592 machines.
Oct 17 38 On October 13th webmail & upload policy was deployed to 1,820 machines.
SEE ,}g ;g On October 14th it was deployed to all BU1 machines.
oct 20 s4
oct21 34 " 5 .
Oet22 L 523 total files to outside domains were blocked.
ot 24 - Contained 49 MB of classified data.

> DIGITAL GUARDIAN PRODUCT PLATFORM

Digital Guardian is the only data-centric security platform
designed to stop data theft.

Advanced Threat Protection
Advanced threat detection, incident response and
prevention that ensures security travels with the data.

DGMC
Digital Guardian

Management Console
Your web-based command center.
Deploy agents, create and manage
policies, alerts and reports.

Data Loss Prevention
Everything you need to stop sensitive data
from getting out of your organization.

Data Visibility & Control

Out-of-the-box data visibility and device control.

DG Agent
The only endpoint agent compatible with
Windows, Mac & Linux.
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