&) Centrify:

Centrity Server Suite

Unified Identity Management and Audit across On-Premise
and Cloud-Based Windows, Linux, and UNIX Servers
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Whether working to mitigate the risks of insider threats and advanced persistent threats, or to meet PCIDSS,
SOX or other industry mandates and government regulations in an increasingly multi-platform and cloud-
based environment, IT organizations require a unified identity management and auditing solution that
enables centralized visibility and control over identities, privileged access management, and activity.

Centrify Server Suite delivers:

() IT Security & Compliance 7/~ Central Policy Control
Keep your complex, multi-platform physical and virtual data @ Centrally control security and configuration policies across
centers secure and compliant through centralized and fully Linux, UNIX and Mac systems using familiar Windows Group
integrated management of authentication, privileged access Policy tools.
management and activity. Privileged Identity Management
Identity Consolidation m Eliminate the problem of too many users having too broad
x Reduce risk and streamline operations by automating and unmanaged administrative power — enable flexible,
discovery of identity-related issues, eliminating redundant role-based assignment of privileges, enforce granular controls
identity stores, and tying access controls and privileged not possible with native Operating System tools, and tie all
accounts to a single, centrally managed Active Directory privileged activity to an individual.
identity. . . . .
4 Gumo Server Isolation and Encryption of Data-in-Motion

{é ’ Privileged User Session Auditing

Protect sensitive Linux and UNIX servers by dynamically

Mitigate insider threats and meet compliance requirements isolating them and blocking untrusted systems from
with full audit trails and session capture of privileged user communicating with trusted systems.

activity on Windows, Linux and UNIX servers.

Key Benefits:

Gain visibility into identity-related risk. =~ Make regulatory compliance repeatable
Gain visibility into identity-related risk through  and sustainable.
automated diSCOVery of violations of Identlty Make regu|at0ry comp“ance repeatab|e and

and access management best practices, and sustainable with unified identity policies
simplified privileged access management that enforce a least-privilege security model
and auditing that links all privileged activity across Windows, Linux and UNIX systems and
back to an individual (as opposed to a shared  applications while also enabling enterprise-
account). wide privileged session auditing and

compliance reporting.
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Reduce costs and increase productivity.
Reduce costs and increase productivity with a
single, integrated solution for unified identity,
privileged access management, and activity
auditing, that leverages existing investments
in identity infrastructure, versus deploying

a myriad of single purpose and platform

specific products
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Which Edition is Right for You?

Edition Component Platform
Standard DirectManage Windows
Linux
UNIX
DirectControl Linux
UNIX
DirectAuthorize Windows
Linux
UNIX
Enterprise DirectAudit Windows
Includes Standard Edition Linux
components plus: UNIX
Platinum DirectSecure Linux
Includes Enterprise Edition UNIX

components plus:

All Applications*

“It's absolutely critical to satisfy PCl regulations if we want
to maintain the high levels of security demanded by our
customers. Centrify helps us meet those standards. We
automatically include Centrify on every server we deploy,
and we are deploying hundreds per quarter.”

dAMADEUS

Ana-Paula Ribeiro
Directrice des services de systémes d’exploitation pour Amadeus

O Centrify:

Centrify strengthens enterprise security by managing and securing user identities
from cyber threats. As organizations expand IT resources and teams beyond their
premises, identity is becoming the new security perimeter. With our platform of
integrated software and cloud-based services, Centrify uniquely secures and unifies
identity for both privileged and end users across today's hybrid IT world of cloud,
mobile and data center. The result is stronger security and compliance, improved
business agility and enhanced user productivity through single sign-on. Over 5000
customers, including half of the Fortune 50 and over 80 federal agencies, leverage

Centrify to secure their identity management. Learn more at www.centrify.com.
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Key Features
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Automate discovery of identity and access management issues on *NIX

Rapidly migrate *NIX identities into Active Directory

Provision and manage access and roles programmatically, through scripts including

Powershell, or via MMC

Advanced regulatory compliance reporting of access and activity

Advanced AD support (one-way trusts, zero schema mods)

Centralized identity management automates mapping of UIDs to an AD account

Patented, hierarchical Zone-based management enables scale

Group Policy for Linux and UNIX

Legacy integration and migration (NIS & LDAP Proxy Servers)
Centrify-enabled OpenSSH, Kerberos, PUTTY and Samba

Privileged Access Management leveraging role-based authorization

Dynamic access restrictions (time, access method)

Restricted shell environment (whitelist) — UNIX

Automated implementation of least privilege access

Simple SUDO migration and replacement

User session capture for Windows, Linux and UNIX

User session search and replay with command list

Trigger recording based on user, role, machine or privilege elevation

SQL-based event reporting and archiving

Isolate sensitive and regulated servers dynamically

Enable end-to-end encryption of data-in-motion

PKI certificate auto issuance and renewal

SSO to SAP NetWeaver, Apache, |Boss, WebSphere, WebLogic, DB2

“[Centrify’s solution is] mature, technically strong, full
featured, and possess[es] broad platform support for
SSO applications and UNIX platforms...organizations
looking for tight integration of their AD bridge and UNIX
security products should evaluate the Centrify offerings.”
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