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OpenPGP Module FAQ
Encrypt fi le transfers with the Globalscape® EFT™ OpenPGP moduleGlobalscape® EFT™ employs 

industry-standard OpenPGP 
(based on the open source 
implementa  on of Pre  y 
Good Privacy) technology 
to safeguard data at rest. In 
contrast to symmetric encryp  on 
technologies that rely on a 
single password or shared secret 
for encryp  on and decryp  on, 
OpenPGP uses a public/private 
key pair and a password. 

EFT adheres to the OpenPGP 
standard and is RFC 2440 
compliant. 

Below are answers to quesƟ ons oŌ en asked about the EFT OpenPGP module, 
with links to more informaƟ on.

1. How are PGP keys stored? Are they on fi le system or in a database?

They are stored on the fi le system. 
hƩ p://help.globalscape.com/help/eŌ 7/mergedProjects/eŌ /Viewing_and_
Changing_Key_Pair_Path_Seƫ  ngs.htm 

2. How are PGP keys (especially private keys) protected?

They are stored in a PGP key ring fi le outside the areas available to 
connected users. Private keys protected by a passphrase are encrypted 
based on your chosen cipher. 
hƩ p://help.globalscape.com/help/eŌ 7/mergedProjects/eŌ /CreaƟ ng_Key_
Pairs_for_OpenPGP.htm

3. If PGP keys are encrypted, what cypher is used and where is the encrypƟ on 
key stored?

Private keys protected by a passphrase are encrypted based on your chosen 
cipher. 
hƩ p://help.globalscape.com/help/eŌ 7/mergedProjects/eŌ /CreaƟ ng_Key_
Pairs_for_OpenPGP.htm

Passwords used for unaƩ ended operaƟ ons such as outbound client transfers, 
database access, private key decrypƟ on, etc. must be reversible; thus, 
depending on the situaƟ on, these passwords are either obfuscated or 
encrypted (Twofi sh or similar) using a server-managed symmetric key. 
hƩ p://kb.globalscape.com/KnowledgebaseArƟ cle10400.aspx 
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4. If disk-level (or fi le-system-level) encrypƟ on is used for any purpose, what would prevent an admin from accessing 
data?

This is enƟ rely dependent on the technology used and the methodology with which it is implemented and is outside 
the scope of EFT.

5. In a scenario where an encrypted fi le is received from a third party and needs to be decrypted and placed into the 
target environment by EFT, how is data protected aŌ er it is decrypted but before it is wriƩ en to the desƟ naƟ on?

There are many diff erent possibiliƟ es depending on the locaƟ on and type of storage chosen. For broad compaƟ bility, 
EFT is primarily storage and data agnosƟ c. The best pracƟ ce is to ensure EFT is running on a well-protected and 
securely managed part of the internal network. Beyond that, if there is a further concern about the sensiƟ vity of user 
data, then using some form of protected storage is recommended. For example, if a workfl ow has been specifi cally 
designed such that the user data that will be decrypted for some period, and that unencrypted data is deemed to 
be too sensiƟ ve to allow it to remain even briefl y in its unencrypted state on unencrypted storage even in a well-
protected and securely managed part of the internal network, then it is recommended that the storage in which this 
workfl ow takes place be protected by any saƟ sfactory technology and methodology. If MicrosoŌ ’s EFS qualifi es, then 
allowing EFT to help you enable EFS on some or all directories would be the quickest and easiest soluƟ on. 
hƩ p://help.globalscape.com/help/eŌ 7/mergedProjects/eŌ /Streaming_repository_encrypƟ on.htm 

6. In a scenario where the fi le needs to be OpenPGP encrypted by EFT, when does encrypƟ on happen? How is the fi le 
picked up from the source?

EncrypƟ on happens at whichever step in a workfl ow the administrator has defi ned. 
hƩ p://help.globalscape.com/help/eŌ 7/mergedProjects/eŌ /OpenPGP_and_the_Server.htm

An administrator may choose to leverage the OpenPGP acƟ on directly against the original storage source, including 
UNC paths to shared folders on the network. Otherwise people or systems may upload a fi le to EFT via an enabled 
protocol, or EFT may copy, move, or download a fi le from a compaƟ ble system. 
hƩ p://help.globalscape.com/help/eŌ 7/mergedProjects/eŌ /Copy_Move_File_to_Host_AcƟ on_help.htm and hƩ p://
help.globalscape.com/help/eŌ 7/mergedProjects/eŌ /download_acƟ on.htm


