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about opentext 
OpenText is an Enterprise Information Management (EIM) system. Designed to help 
enterprises get the bigger picture of their big data and analytics by streamlining 
organizational workflows, OpenText increases the quality of information and creates 
integrated user interfaces for end users. 

InformatIon protectIon challengeS wIth eIS SyStemS 
Users working with OpenText can check out relevant documents from the system, 
modify and collaborate with others, then check the document back into the system for 
secure storage and archiving. However, once a file leaves OpenText, there is no control 
over who accesses, uses or modifies its content. Data can be easily misused or leaked by 
trusted users, either maliciously or accidentally.

Secure ISlandS data Interceptor for opentext 
Secure Islands Data Immunization concept focuses on the data itself, rather than trying 
to control the users, channels or storage. Uniquely embedding persistent classification 
and protection within the data itself at the moment of creation or initial organizational 
access, IQProtector ensure that the data – not the perimeter – is protected. To 
immunize data as close as possible to the point of creation, Secure Islands’ Interceptor 
for OpenText instantly identifies, classifies with persistent tagging, protects and tracks 
new or legacy data in OpenText as it enters or exits the system to a given end-user – 
inside the organization or when shared with business partners. The interoperability 
with OpenText provides end users simple visibility to the file’s classification, through the 
classification column in their folder. 
Running inside the content management system, OpenText Interceptor seamlessly and 
accurately classifies and protects files on access – completely independent of the device 
or platform accessing the file. At the same time, protected data remains fully indexable 
and searchable within OpenText, driving productivity. 
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how doeS the opentext data Interceptor work?
The Secure Islands “data interceptor” module is installed on an OpenText platform, 
inspecting any file being checked in to the system (uploaded) or any file being check 
out (downloaded) from the system. 

Upon file upload or download event, the OpenText Data Interceptor sends 
information to the Secure Islands’ classification and protection engine. This data 
includes rich information about the file such as its name, type, location, information 
about the user who performs the operation and additional document properties 
from the EIS system such as OpenText classification. 

In its turn, Secure Islands’ Classification and Protection Engine scans the file in order 
to enforce the organizational classification and protection policy. 
Last – the original file is replaced by a classified & protected file that meets the 
business policy.

The classification and protection engine runs inside the OpenText server and is 
completely independent of the user or who are accessing the file. This allows, any 
user and any device type, whether managed by the business or not, to work in a 
secure environment that classifies and protects data while in motion. 

Diagram 1:
A basic user flow working with a document stored in OpenText 
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SImple to Set-up and confIgure
The Secure Islands for OpenText Data Interceptor can be installed in a simple 
manner on any supported OpenText platform. Configuration is done in a few short 
steps using the OpenText Content Server Administrator Console.

The Secure Islands classification & protection server enforces the organizational 
information protection policy. Additional classification and protection rules, or 
existing information protection rules can be immediately enforced by the OpenText 
data interceptor. 

Diagram 2: Secure Islands’ Data Interceptor configuration screen, 
in the OpenText Content Server Administrator Console

Diagram 3: Secure Islands IQProtector management console - an example of a classification rule for for Secure Islands’ 
Data Interceptor for OpenText: classifying any data being checked out from the financial folder at OpenText
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featureS and benefItS 
• Highly accurate classification and persistent protection of sensitive content inside 

the OpenText environment to immunize sensitive content: from the moment of 
the file check-in or check-out and throughout the entire data lifecycle.

• Persistent data classification inside OpenText and OpenText; Interoperability 
with OpenText to display the file’s classification in a classification folder. 

• Platform-agnostic – enables classification and protection of content accessed 
from OpenText by any platform, requiring no agent pre-installation. Provides 
a blanket protection of sensitive content enterprise wide and allows secure 
collaboration with business partners and data usage in BYOD environments. 

• Seamless access to encrypted content by trusted apps and services makes for 
easy assimilation and implementation into the organizational business processes.

• Central management and central reporting and analysis allows data tracking 
both inside and outside OpenText. Analytics allow the system administrator & 
data owners the ability to track data classification, data location by classification, 
access to data and data sharing inside and outside the business. 

opentext data Interceptor SpecIfIcatIonS
OpenText platforms 
• Content server version 10.5
• Archive server version 10.5
• Enterprise connect version 10.5.2

OpenText server platforms:

• Microsoft Windows Server 2008 R2 64bit

• Microsoft Windows Server 2012 R2 64bit

• Oracle database 11g Enterprise Edition Release 11.2.0.3.0 64bit

• Microsoft SQL Server 2008 / 2012 

Secure Islands version:
• IQProtector 5.0 and above

Data awareness for the Secure Islands’ classification and protection server: 
• File name and type
• File location and path to file 
• Operation type: upload (check in) or download (check out) 
• User name and user/group properties of the user who uses the file 
• Custom properties - reflecting open text categories and classifications 
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about Secure ISlandS 
Secure Islands develops and markets advanced Information Protection and Control 
(IPC) solutions for the borderless enterprise. Offering policy-driven classification 
and protection for unstructured data, Secure Islands lays the foundation for 
sensitive information security in enterprises as they shift from perimeter defense to 
persistent protection. Secure Islands’ holistic approach literally redefines information 
security and assists the enterprise in regaining control by identifying, classifying 
and protecting sensitive information throughout its lifecycle. Founded in 2006 and 
headquartered in Israel, the company’s solutions are deployed in top-tier Fortune 500 
firms and government agencies worldwide. For more information, please visit www.
secureislands.com.

IN
DU

STRIES, CH
ALLEN

G
ES, SO

LU
TIO

N
S

O
penText Data 

www.secureislands.com  |   May 2015


