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What is TypeWATCH?

Is an advanced persistent
authentication solution that:
= Monitors for identity theft

attempts by means of analyzing
the typing patterns of each user

= Enhances security with a 98%+
accuracy in identifying users
solely by the way they type

Is a silent revolution in personal
security

= Continually verifies users’
identities as they type...

= ...enhancing the link between
real and digital identities

Is completely transparent
= Not even noticeable to the user

= Runs in the background,
monitorin%the typing rhythms
produced by the legitimate
users in their daily routine (and
never asking for dedicated text

input).

TypeWATCH
Identity Monitoring: Active

TypeWATCH is continuously monitoring the
identity of this account's user to make sure it
is you, and is continually refining your
biometric profile to identify unauthorized
users more accurately.

Options...

TypeWATCH Help

# Pause Monitoring =]

Password required

An intruder could exploit this option to use
your computer undetected,

User: CRITICAL ymbiscaia

Authenticate ” Cancel
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What is TypeWATCH?

7 TypeWATCH (=3

= Has no hardware requirements e~ =
= It has no impact on how one TypeWATCH Options

normally uses productivity tools L T e e
S u Ch a S W h e n e - m a i I i n g O r Current Security Level: High

Word-proceSSing. Set Security Level...

Choose your Security Level

U

Moderate

Detection rate: > 85%

Liberal setting that allows for moderate
deviations in the legitimate user's typing

consistency, while still detecting the vast
. . o majority of intrusions,

Pause TypeWATCH identity monitoring for a
short period of time if you wish to lend the
computer or provide additional input for

= B u | | etp roof biometric enrollment.
= Marginal false acceptance rate
o ]

» Increases strength with every =
successful login

= Continuous security post-login
(inside the perimeter)

Convenience level: High

Higher security levels can potentially increase
the number of false authentication requests.

More information

7 TypeWATCH =] 7 TypeWATCH =)

Choose your Security Level

= Flexible Enrolment and Roll-out y

= Provides immediate or gradual e
enrolment fo ngh-secuty emironments and vers
handling critical information.
= Can be gradually or J

instantaneously deployed to o
millions of users

the number of false authentication requests.

= Complements every IDS already
owned by adding a biometric
security alarm layer

Choose your Security Level

U

Detection rate: > 95%

Recommended for securing most business
and consumer environments, offers
high-grade protection at little cost to user
COnvenience,

Convenience level: Moderate
Higher security levels can potentially increase
the number of false authentication requests.

Mere information
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What is TypeWATCH?

7 TypeWATCH 3

" U S e r frl e n d | y Pause monitoring because:

) I'm getting too many authentication requests, even

= Works in the background " thoion o g mormal.

Your typing pattern will continue to be used to refine

a S if it d i d n Ot eXi St your biometric profile, to help correct this situation,
O S typingpate iy nt b st 0 oot you prote
= More accepted by users e
than invasive P hYSI cal Caftme. e e

This typing pattern will not be used to update your profile.

biometrics > TypenaTch =

Pause for: __Z hours -

Pause monitoring because:

@ I'm getting too many authentication requests, even [ Pause Monitoring ] [ Cancel ]
though I'm typing normally.

| ] L t ¥ i ill i b d to refi
OW COS oo e et ey conchhs Soston
) Iwill not be able t lly f iod of time.
u E a Sy to d e p I Oy, e a Sy to T::IS t)i‘:ingepztt:rnowﬁﬂpneox:::elﬂ tgruap E:tre )rojr plrr:fie.
m a n a g e ) I'm lending my computer to someone else for a period
of time. # TypeWATCH =]
- - This typing pattern will not be used to update
= No specialized hardware
Sensor Or deVi Ce i S Pause for @ ) I'm getting too many authentication requests, even
though I'm typing normally.
H ¥ i ill i b d to refi
needed: the key board is Pause Moniorng Jour iomet profle to elp coect ths stuston. |
— _
() T'will not be able t lly f iod of time.
t h e S e n S O r T::Ils t)rr?ingepz;tt:rnow?ljaeoxrer::ez tgruapE:tre yo‘:r plrr:f‘;e.
| | Rea I _ti me a nd pe rsistent @ I'm lending my computer to someone else for a period

e _ B i O m et ri CS Softwa re _ O n I y This typing pattern will not be used to update your profile.
solution

Pause monitoring because:

[ Pause Monitoring ][ Cancel ]

www.watchfulsoftware.com
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Operations

= Profiling, Enrollment and Persistent Identity Validation

= The user is not required to type dedicated text nor to use
dedicated APP

= Once the TypeWATCH has gathered enough typing rhythms to
built a first reliable biometric profile, the system is ready to
start

= The profile is built dynamically and is constantly being
automaticallv beina undated

"Validation

| ; Legitimeate Intrusion :
. Frogressive Dacisi ' Prevention and
v Learning seisian Reporting
Asynchronous
Verification User Profile + i

' [
Enrollment |
[
[

el
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w
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) 1 Structured !
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- r Processing Processing 7

Security Adrministration

I
| 1
. I Console
h 4 :
Event Log Periodical !
Logging > Werification ——p Hetwork

———————— P inter-process -
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Profile theft and text
reproduction are not a threat as
Keystroke identifiers and
information are:

= Stored as a hash value

= Masked before hashing

= Unique to each user

= Sent to the server in large

chunks of data

= With no regard to the sequence
they were originally typed

TypeWATCH

Does not register what is being
erd Only unique typing
rhythms:

= Dwell times - time elapsed
with a key pressed down;

» Flight times - time elapsed on
the travel between
consecutive keys

= Offers a comprehensive set of
Monitoring and Auditing
capabilities

= For compliance purposes

F* TypeWATCH

7 e

TypeWATCH identified an unfamiliar typing pattern and issued an
authentication request to confirm your identity,

Because your identity could not be confirmed, your computer was
locked, to protect you against unauthorized access,

() I was using the computer and typing normally.
@ I'was using the computer, but not typing normally.
() I was not using the computer when it was locked.
If you suspect unauthorized use of your computer, please

contact your system administrator or security official for more
information.

7 TypeWATCH (==

7i

Submit Info ] ’ Don't Submit

TypeWATCH identified an unfamiliar typing pattern and issued an
authentication request to confirm your identity.

Because your identity could not be confirmed, your computer was
locked, te protect you against unauthorized access,

(7 I was using the computer and typing normally.

(7 I was using the computer, but not typing normally.

(@ [ was not using the computer when it was locked.

If you suspect unauthorized use of your computer, please
contact your system administrator or security official for more
informaticn.

ntified an unfamiliar typing pattern and issued an
request to confirm your identity,

submitinfo | [ Don't submit

entity could not be confirmed, your computer was
ect you against unauthorized access,

@ T was using the computer and typing normally.
(©) I was using the computer, but not typing normally.
() I was not using the computer when it was locked.
If you suspect unauthorized use of your computer, please

contact your system administrater or security official for more
information.

’ Submit Info H Don't Submit ]

. Watchful Keep IT secret.



Accuracy
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6 reasons why TypeWATCH

1. It's Precise 4. It' Simple
= as it delivers 98% plus = as there is no special
accuracy and makes it hardware needed as with
virtually impossible to mimic other biometrics - a
another person's typing standard keyboard is
pattern sufficient
2. It's Persistent 5. It's Safe
= as it is constantly = as data verification is
assessing typing samples provided between the input
against a legitimate user’s (keyboard) to the
stored dynamic pattern matching algorithm (even
with remote desktop
typing)

3. It's Dynamic

= as it offsets tiredness, , .
switching and or sharing of 6. It's Auditable

computers / keyboards, = as an intruder can be
mood, influence of alcohol identified by means of
and medications etc, and matching the typing

sets individual thresholds sample against the profile
to every user to increase database.

performance
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