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Agenda

" Introductions & “House Rules”

= A Data-Centric Approach Is Required For Security Today
= Are You Controlling Information Disclosure?

= RightsWATCH Live Demo

= Questions & Answers

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"
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Introductions

Heidi Shey

Heidi serves Security & Risk Professionals in solutions for data security and
privacy and for security architecture and operations. Her research focus is on
data discovery and classification, secure file sharing and collaboration,
cybersecurity and privacy topics such as policy and regulatory concerns,
biometrics, and consumer security.

Rui Melo Biscaia

Rui serves as the Director of Product Management for Watchful Software, and is
responsible for the company's product direction and go-to-market

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"
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Some “House Rules”

* You are muted centrally. You don’t need to mute/unmute yourself

= This webinar is being recorded. The recording will be available tomorrow at
www.watchfulsoftware.com

" The Q&A session will be at the end

" You are welcomed to enter questions anytime, using the Chat feature in the
GoToWebinar Control Panel

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"
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= A Data-Centric Approach Is Required For Security Today
= Are You Controlling Information Disclosure?
= RightsWATCH Live Demo

= Questions & Answers
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A Data-Centric Approach Is

Required For Security Today
Heidl Shey, Senior Analyst



Yesterday’s approach to data security

Customers Partner users & apps

: External network (untrusted)

Corporate network (trusted)

Business users, corporate apps, corporate devices

Perimeter-based security supported by silos of security functions with individual point
products and little intelligence-sharing

© 2015 Forrester Research, Inc. Reproduction Prohibited



...I1s Insufficient for today’s reality



...I1s Insufficient for today’s reality
» Your employees get work done In different ways

Public places While traveling or Home
commuting

18% 22% S
9% 11%
m— ] — N N
1 day per A few times 1 day per A few times 1 day per A few times
week or more per month week or more per month week or more per month
or more or more or more

Base: 7,032 global information workers
Source: Forrester’s Business Technographics Global Telecom And Mobility Workforce Survey, 2014

© 2015 Forrester Research, Inc. Reproduction Prohibited 10



...I1s Insufficient for today’s reality
» Your employees get work done In different ways

52% of information workers use

Source: Forrester’s Business Technographics Global Telecom And Mobility Workforce Survey, 2014

© 2015 Forrester Research, Inc. Reproduction Prohibited
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...I1s Insufficient for today’s reality
» Your data Is everywhere

© 2015 Forrester Research, Inc. Reproduction Prohibited

App hosting
and squrcing

SaaS apps
Apps in public clouds “ All
Partner apps networks
Apps in private clouds (untrusted)

On-premises enterprise
apps

Enterprise computers
Enterprise-issued devices
Public computers

Employees
Contractors
Partners

. Members
Personal devices
Customers
App access User
channels populations
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...I1s Insufficient for today’s reality
» The threat landscape has changed

Nation
state
sponsored

Hactivist Cybercriminal




...I1s Insufficient for today’s reality

“What were the most common ways in which the breach(es) occurred in the past 12 months?”

Internal incident within .

! Both
i 13%
i Abusa,
External attack targeting _ 3 by malicious
our organization i intent
| 45%
External attack targeting a business _ 300 !
partner/third-party supplier Inadvertant
] misuse, an accident
Lost/stolen asset (e.g., smartphone, 5 4294
tablet, laptop, external hard drive, - 24% ]
USB flash drive, etc) v
Internal incident within a business 60% of external attacks were carried out via a software exploit, while 42%
partnat/ third party supplier’s - 2194 invalved some type of user interaction (watering hole attack, phishing, malicious
organization link or email attachment).*

Base: 318 North American and European technology decision-makers who have experienced data breaches in the past 12 months (20+ employees);
*181 to 184 MNorth American and European technology decision-makers who have experienced the specified breaches (20+ employees)

*Note: May not add up to 100% due to rounding
Source: Forrester's Business Technographics Global Security Survey 2014

© 2015 Forrester Research, Inc. Reproduction Prohibited 14



...I1s Insufficient for today’s reality
» Your employees have varying attitudes about data

are actually aware of or understand their company’s data
use/handling policies

say they follow security policies

Source: Forrester's Business Technographics Global Devices And Security Workforce Survey, 2014

© 2015 Forrester Research, Inc. Reproduction Prohibited
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Defense in depth is a good concept

= Wireless intrusion
Unified threat S detection system
management o — Passive vulnerability scanner
O

. Network analysis and visibility
Data loss prevention © _9 :
Two factor authentication = += Software inventory tools

+2 E’Next generation firewall >,
b} "u_'s Intrusion prevention system B
E o Contalnerlzatlon —
% < Configu >N n ement LLJ Malware analysis o s v
 © O g’ Automated asset inventory discovery tool & = 2
2 8¢ Antivirus &5 S o
() © Qo O — D .Cc
aE 82 = =
m 5 S erense S 82
Sandboxm & & < 8=

0 Microvisor security

Digital rights';. management
File activity monitoring I n De pt Application control

Host firewalls @ Z Endpoint analysis

Network encryption "_l
Privileged user monitoring f Appllcatlon wrapplng % 8 g Predictive threat modeling
- | w -
Email proxy 2 oif cxecution prevention = & 2 Secure file transfer
Vulnerability scanner — Intrusion detection system @ = 5 m i ci0ss intrgsion
. ggngﬁflzae:ztru‘wty monltorlng E g_ g -§- prevention system
—- -
Continuous vulnerability assessment @ T E— WhiteboXx
Network intrusion prevention F 3 Z testing
Web application firewall 5 =z =
«Q s
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but often turns into expense in depth

= Wireless intrusion
Unified threat S detection system

management _g_ — Passive vulnerability scanner

Network analysis and visibility
Data loss prevention ©.9
Two factor authentication = = Software inventory tools

: ! o
S Next-generation firewall =,
= Intrusion prevention system &=

Containerization — )
: at t  wl Malware analysis
Automated asset inventory discovery tool,

Antivirus
snbem 22 EXpPense
x Microvisor security
Digital rights management - -
File activity monitoring | N De pt Application control

Host firewalls Z Endpoint analysis

Patch
management
ackbox testin
g
Blacklisting
Configuration
auditing IS

Network encryption T_l
Privileged user monitoring Application wrapping ('=U 8 :OE Predictive threat modeling
S X
Email proxy 2 oif cxecution prevention = & 2 Secure file transfer
Vulnerability scanner — Intrusion detection system @ = = @ i ci0ss intrgsion
ggngrﬁf;::zt:‘v”y monitoring E g_ g- -§‘ prevention system
- 5 ©
Continuous vulnerability assessment @ T E- Wh rtebox
Network intrusion prevention Z g %testlng
Web application firewall 5 =z =
Q S
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Causes of expense in depth

A

#

. Lack of an overarching

= strategy

0l
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Causes of expense in depth

A

#

- Lack of an overarching

= strategy

o)

© 2015 Forrester Research, Inc. Reproduction Prohibited

Insufficient due diligence;
feature/capability overlap
and redundancy
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Causes of expense in depth

A

0)

= strategy

- Lack of an overarching

© 2015 Forrester Research, Inc. Reproduction Prohibited

Insufficient due diligence;
feature/capability overlap
and redundancy

Difficulty integrating
different solutions: too

many silos

20



It’s time for a data-centric strategy
Put your controls closer to the data



Forrester’s data security and control framework

Define

Data discovery Data classification

- ————
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Forrester’s data security and control framework

Define

Data discovery Data classification

T 3P+IP=TD

) |
«

The 3 P’s Intellectual Toxic data
e PCI property
e PHI
e Pl

e s "

“o




Forrester’s data security and control framework

l‘ Define
Data discovery Data classification

Dissect

Data mtelhgence Data analytics

ol “‘%
2
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Forrester’s data security and control framework

Define
OJ Data discovery Data classification

Dissect

Data mtelllgence Data analytics

Defend
— _

T .
Access | Inspect  Dispose

. L,




Key technologies and thelr outlook

Tﬂﬂh Data _ Trajectory: Time to reach next phase:
Railar Tokenization classification . == Significant success @ <1 year @ 1 to 3 years @ 3 to 5 years
. ; - === Moderate success
High| Databas:nzn;rgsp;:ﬁ; e n?f,:ﬁgﬁﬁz — Minimal success @ 5 to 10 years @ > 10 years
Identity and > and auditing
access management ‘)‘p Email
S file shari 7 Backup encryption Archiving
ecure file sharing .
> and collaboration encryption 5= D‘ ' _ Why th ese 20 tECh nOlOg IES’7
“% Medium Data loss (- ‘I‘m ‘3 e
4 prevention NAV (5 . - Restrict and strictly enforce
g5 access control to data.
g « Monitor and identify abnormal
gﬁ . patterns of network or user
o5 ow Data discovery .
g Cloud > behavior.
encryption G ] Enterprise rights » Block exfiltration of sensitive
gateway. — anagemen
J Enterprise key data.
Noaat management * Render successful theft of data
egative
harmless.
Storage area
network encryption
@ Source: Forrester’s April 2014 “TechRadar™:
Creation Survival Growth Equilibrium Decline

Data Security, Q2 2014”

Ecosystem phase

© 2014 Forrester Research, Inc. Reproduction Prohibited 26



Key technologies and their outlook

Ta_nh
Radar

High

Medium

Low

Business value-add
adjusted for uncertainty

MNegative

© 2014 Forrester Research, Inc. Reproduction Prohibited

Data Trajectory: Time to reach next phase:
Tokenization classification === Significant success @ <1 year @ 1 to 3 years @ 3 to 5years
. == Moderate success
Database encryption
s m:spking Database e Minimal SUGoesS @ 5 to 10 years @ > 10 years
(Y monitoring
Identity and and auditing
access management > Email
encryption . o
Secure fle sharing | 7/ Backup Archiving Capabilities evolve, converge
and collaboration encryption T > S "
e p— ecur . P .
Data loss - er R « Discovery and classification
prevention NAV (pp . .
File-level 3 Marod management « Sharing and collaboration
ti Full disk anage .
R encryption  file transfer « Data loss prevention
S * Rights management
Data discovery - ~ ° Key management
Cloud [=
encryption (ss» Enterprise rights
management |
Enterprise key
management
Storage area
network encryption _
_ _ o _ Source: Forrester’s April 2014 “TechRadar™:
Creation Survival Growth Equilibrium Decline Data Security, Q2 2014”

Ecosystem phase

27



Benefits of a data centric strategy




Benefits of a data centric strategy

A

Know
your
data

Align
security with
business

TEVYES



Benefits of a data centric strategy

A

Know
your
data

Align
security with
| business

TEWYES

Prioritize
data controls
and
investment

© 2014 Forrester Research, Inc. Reproduction Prohibited
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Benefits of a data centric strategy

Know your
data

Align security
with business
initiatives

Build a
foundation for
data security and
privacy culture

Prioritize data
controls and
investment

© 2014 Forrester Research, Inc. Reproduction Prohibited
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Benefits of a data centric strategy

Know your Transform data

data ] ]
security and privacy
INto a business

differentiator

Build a
foundation for
data security and
privacy culture

Prioritize data
controls and
investment

© 2014 Forrester Research, Inc. Reproduction Prohibited
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b Watchful® Keep IT secret.

What do you anticipate as your biggest challenge for a data-centric approach to

security? —
—
. Data classification
. Budget; justification for investment
. Staffing constraints
™\

Prioritizing our investments
. Addressing compliance requirements

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data" t
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Agenda

= Are You Controlling Information Disclosure?
= RightsWATCH Live Demo

= Questions & Answers

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"




Are you controlling information disclosure?

Watchful® — _—

Keep IT secret. Rui Melo Biscaia, Director of Product Management
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Are you controlling information disclosure?

" The sheer amount of data to protect is overwhelming
= Cloud, “BYO” and 3™ parties ultimately mean “Data has Left the Building”
= Data exists to be consumed, thus security MUST become Data-Centric

= Rendering your data useless is the strongest answer to the “not IF but WHEN” issue

b RightsWATCH

data-centric security

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"
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Forrester’s data security and control framework

W&
N : .
. Q\\@‘\‘ Data discovery Data classification

" Need to locate, index, and catalogue data for better control

" RightsWATCH:

= Discovers data files in repositories and tags it according to the data toxicity

= Always analyses content, context and file attributes to discover and classify o
every single data file, wherever the file resides

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"
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Forrester’s data security and control framework (Il)

N

X5 : : :
o Q\\CS‘\ ’ Data intelligence Data analytics
o

<«

* Need to provide business and other contextual insights about data,
while identifying changing threats to data and guides decision-making

" RightsWATCH:

" Provides intelligent time access and content expiration controls over data a

" Delivers a comprehensive audit trail on who is doing, what, when and how 4
with data that is valuable to the business and to security

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"
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Forrester’s data security and control framework (Il
Y\

S

Q\\(i‘\‘ Access Inspect Dispose Kill

xS

" Need to ensure the right user gets access to the right data at the right
time; understand patterns to identify risks; mitigate risk by discarding
data; and ensure data can’t be used or sold

" RightsWATCH:

= Applies the principle of least privilege, by enforcing RBAC over data
" Logs a comprehensive audit trail to mitigate the malicious internal user
= Delivers a proper classification tags for data disposal purposes

ruescay iy 120n 2msLeverages encryption to devalug.andiorremate “Kill” data




RightsWATCH is Data-centric Security

Dynam;icf Engine
Rules based on

content, context,
and metadata

Tuesday July 14th 2015

‘ Wat ©
chful® Keep IT secret.

<

Governs access, Watermarks,
usage, an headers, and
markings footers

Tied to company Disclaimers and

established metadata tags

compliance
policy

WEBINAR: “The X-Factor in Data"

<

All activity

Strong
B otion, logged. tracked,
tied to use reported
credentials Centralized
All rights database
manage
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= RightsWATCH Live Demo

= Questions & Answers

Tuesday July 14th 2015 WEBINAR: “The X-Factor in Data"
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RightsWATCH Live Demo

. Rui Melo Biscais ~ a
Save As BB
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E‘L;I e [ Micrasoft o &Mﬁw h Rui Melo Biscaia *,' This PC
- U Favarites P Q
B Deskiop S 1iravies 1 Metwork || oo
rirt + Add a Place & Dovnloads — |
® 2 Recent pleces
B Deskion @
& ShyDvive
- B Risi Melo Biszaia
18 This PC
. . T Librasies
data-centric security recom

W Metwork
B Control Panel

7 Recycle Bin
b Deme

File pame:  Document]
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Seope |
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Information for which unauthorzed disclosure (even within the comgary] would cause hamn o the interests of Watchful Software. Mare Helg
£ You changed an aulormatic classiication rube delmned as part of a securiy
policy. s this cormect?

= Hide Folders

Tuesday July 14th 2015
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= Questions & Answers
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The X-Factor in Data-Centric Security

Questions & Answers

Webinar, Tuesday July 14th 2015
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Thank You!

Heidi Shey Rui Melo Biscaia
+1 617.613.6076 +351 21 714 5430
hshey@forrester.com rui.biscaia@watchfulsoftware.com
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