Ipswitch File Transfer

Products Overview

Ipswitch products meet the file transfer needs of any organization from small and departmental to global 2000
companies. Millions of users and tens of thousands of companies globally use WS_FTP Server and MOVEit Managed
File Transfer to transfer large files easily, reliably and securely.
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RELIABLE AND SECURE FILE TRANSFER SERVER FOR
LARGE FILES

WS_FTP Server

WS_FTP Server is the market leading commercial FTP server
used by customers for 20+ years. It is accessible from web
browsers, Outlook email plugin or any FTP client. WS_FTP
installs in minutes and quickly enables your organization to
transfer large files using standard and secure FTP/HTTP
protocols encrypting files while in transit. Administration includes
visibility to file transfer activity data and rules for automated
notifications. It can be deployed with local server failover. Live
telephone technical support is available.

MANAGED FILE TRANSFER FOR SECURITY & COMPLIANCE
MOVEit File Transfer (DMZ) Server

MOVEit File Transfer Server delivers file transfer technology to
enable compliance with global security regulations including
PCI/DSS, HIPAA/HITECH, SOX, GDP, and BASEL I, Il & IIl. Files
are protected while in transit, using standard secure HTTPS,
FTPS, and SFTP protocols, and at rest, using FIPS 140-2
validated 256-bit AES encryption. It provides guaranteed
delivery (non-repudiation, file integrity checking, and fail-safe
transmission), encryption key management, single sign-on from
all supported clients (including mobile devices), while eliminating
storage of data in the DMZ. Centralized visibility, control and
reports for auditing of user and events log data is essential for
effective compliance. Integration with existing IT security
infrastructure provides additional security and reduces
administrative overhead.

SCALE OF FILE TRANSFER NEEDS
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AUTOMATED FILE MOVEMENT FOR ENHANCED
PRODUCTIVITY AND SECURITY

MOVEit Central

MOVEit Central enables automation of repetitive file-based
business and administrative tasks. Automated movement of files
can also eliminate the need for any external access to the trusted
network by retrieving files from partner FTP servers and moving
encrypted files to the DMZ for external retrieval. MOVEit Central
works with any FTP or MFT server including WS_FTP Server,
MOVEit File Transfer DMZ Server and MOVEit Cloud.

CLOUD-BASED FILE TRANSFER SERVICES FOR
COST-MANAGED COMPLIANCE

MOVEit Cloud

MOVEit Cloud offers exceptional value as a cloud-based managed
file transfer solution: cost predictability and managed SLA (99.9%
uptime). As a trusted partner for compliance Ipswitch uniquely
delivers signed business associate agreement (BAA), rigorously
defined matrix of responsibility, third party audited compliance,
intrusion detection and penetration testing, and hardened
datacenter (CIS benchmarks and SSAE 16 type Il audited).
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TECHNICAL BRIEF

Ipswitch File Transfer Products Overview

MANAGED FILE TRANSFER WITH BUSINESS CONTINUITY & DATA BACKUP
MOVEIt File Transfer (DMZ) Server and MOVEit Cloud

MOVEit has a flexible architecture designed for horizontal scalability, high availability, failover and disaster recovery configurations. It
scales to support thousands of users and terabytes of data transfer with a centralized repository. Redundant failover can be achieved
within a single site or geographically disperse datacenter. It provides continuous file transfer operations with loss of service measured
in seconds or minutes. It can be configured for manual or automated failover and provides compliance with regulations and policies
requiring data back up to protect against any data loss.

Ipswitch Portfolio of File Transfer Products — Key Capabilities
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Ipswitch File Transfer Products Overview

WS_FTP

FILE DELIVERY WS_FTP SSH Corporate MOVEit FT (DMZ) MOVEit Cloud
FTP, SSL/FTPS X X X X X
HTTP, HTTPS Optional: WTM Optional: WTM X X X
SSH/SFTP - X X X X
SCP2 (Secure copy) - - X - -
AS1, AS2, and AS3 - - - X X
Guaranteed delivery a _ _ 7 .
(non-repudiation, integrity check, and transmission resume)
END-POINT CAPABILITIES
Web browser including Optional: WTM Optional: WTM X X X
customizable browser Ul (max 2 GB upload) (max 2 GB upload) (max 2 GB upload)
Browser plug-ins for guaranteed delivery of large files - - - X X

Optional: Ad Hoc Optional: Ad Hoc Optional: Ad Hoc Optional: Ad Hoc
Outlook email client Module (1-way; Module (1-way; Module (1-way; Module (2-way; X

20 GB size limit) 20 GB size limit) 20 GB size limit) No file size limit)

’ ' Optional: -
Mobile devices = = = MOVEit Mobile
User and group access control - - - X X
Sync client for automated file movement to desktop - - - X X
USER AUTHENTICATION / MANAGEMENT
LDAP support - - X X X
Radius support - = = X X
Support SAML 2.0 to IdP systems - - - X X
Single sign-on = = = X X
Multi-factor authentication - X X X X
Delegated administration = = = X X
Secure ‘multi-tenancy’ (isolate users and/or files) - - - X X
AUTOMATED FILE-BASED TASKS & APIs
Push/pull files from any FTP/SFTP/FTPS server Optional: Optional: Optional: Optional: Optional:
or network share/UNC path. MOVEit Central MOVEit Central MOVEit Central MOVEit Central MOVEit Central
APl interface - - - X X
FILE TRACKING, ALERTS AND REPORTING
Extensive and customizable reporting - - - X X
User and group statistics for auditing - - - X X
SECURITY, COMPLIANCE & FAILOVER
AES-256 encryption for files at rest - = - X X
Integration with antivirus and Data Loss/Leak Prevention solutions = = - X X
. Optional: Optional: Optional: Optional: Optional:

Restrict external access MOVEit Central MOVEit Central MOVEit Central MOVEit Central MOVEt Contral
to trusted network and PGP Module and PGP Module and PGP Module
No data in DMZ: multi-domain authorization - - - X X
Hardened security settings and OS independent security - - - X X
Hardened datacenter: SSAE 16 Type Il audited = = = - X
3rd party-validated PCI/HIPAA/GLBI compliance - - - - X
Scalable and HA with 99.9% Guaranteed Uptime - = = - X
Tamper-evident log database - - - X X
Redundant failover to local or remote (WAN) locations - - - X X
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