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RightsWATCH for Data-Centric Information Security

= Leverages Microsoft’s RMS delivering enhanced Information

Protection (IP)

= Expands data-classification, establishes role-based access control

= Speeds user adoption with in-workflow integration
" |ncludes extensive BYOD support
= Facilitates regulatory compliance implementation

= Drives improved RMS ROI for the enterprise

B RightsWATCH

uuuuuuuuuuuuuuuuuu

ooooooooooooo
INFORMATION DISCLOSURE?

“The Watchful extensions...provide
several important features for both end
users and IT administrators to help speed
adoption, facilitate deployment, and
protect an ever-wider array of data...”

- Dan Plastina, Group Manager, Microsoft
Rights Management
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Extending Microsoft’s Information Protection Core with What You Need

In-Workflow
Office Interface

]
’
e ,-
Integrated -

L

—

Dynamic P |
Classification ) --
& .-

Engine

Full BYOD
Support

~ =
Leverages Azure, RMS & ':,, Centralized Admin,
Office365 ! PR Reporting, Monitoring
" using enhanced RMS
logs

‘ Watchful® Keep IT secret.



Integrated Dynamic Classification Engine

g
New Rule - Office
| ]

Policy rules are applied to email and Office

Rule named from database into a dropbox folder Enabled
=  Policy rules drive “Classification” engine

Rule description

= Dynamic classification triggers include

Apply the dassification | Watchful [ 'Watchful [ Secret v

To every new message | if All of these conditions are true:
[ |

b

Regular expressions and data patterns

= Data content and context aware [File path v | [contains

|Body

w | |Ad\ranced (RegEx)

» Metadata and extended headers

|T|t|e

contains
does not contain

= Rule application settings include

is equal to
is not equal to

Advanced (RegEX)
Display an alert when the rule is applied.

Apply the rule to selected application:

icrosoft Word icr
= Mandatory or Enforced Sl i

=  (Qverrides set to be

An automatic classification rule was applied as part of a security policy.

A” d d . d Allow the user to change the classification.
[ ]
owed or denie Display an alert if the user changes the dassification.
You changed an automatic dassification rule defined as part of a security policy. Is this correct?
= Always tracked 9 P ty policy
Create Cancel
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Dynamic Classification for Enhanced Risk Management

Automatic Marking and Tagging

= Visual Markings

™l Microsoft -
Rights Management + ‘ RightsWATCH
—

=  \Watermarks EHO O-

HOME INSERT DESIGN PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW RIGHTSWATCH Rui Melo Biscaia ~ &
aOa L . L
- DiSCIa|merS 0 ::t Calibri (Body) ~[11 - | A" A7 Aa- fe i=-i=-fne == 2l T F-‘} AaBbccDe| AaBbceDe AaBbCl Aasbce AQB| aasbeer agsbeen . ::::aca
Pﬂfte ¥ Format Painter I U-~aex, XX A-F-A- E=== 1=- &b~ . Share Thormal | TMoSpac.. Headingl Heading 2 Title Subtitle  SubtleEm.. [<| oo
rotected g
Clipboard [P Font ] Paragraph M Protection Styles ] Editing
View Permission... x

0 WSW-WATCHFUL-SECRET  Information for which unauthorized disclosure would inflict harm by virtue of serious financial loss, severe loss of profitability or opportunity, grave embarrassment or loss of reputation.

. HeaderS/foote rs L 2 1 g 1 2 3 4 5 6 7 ] 3 10 11 12 13 14 15 16~ 17 18 13

=  User Guidance

My Permission

You are currently authenticated to view this document

n CO I or COd i ng e com n unable uneasy. Drawlin.gs can.followed improved out soFiabIe not. Earnestl.y so do.
ded. See general few civilly amiable pleased account carried. Excellence projecting is
B L";?M?LTS”A.?EEE&EIE{Q‘?JH’.;L";,,‘:“;;” atched remarkably on estimating. Side in so life past. Continue indulged speaking the
u S peC|a | |Zed t| ps . E%EE;;!EE&E;SES:!‘:‘)S;;ES::::;gi:a?:me"t°' » for domestic p.osition. Seeing rather her you not esteem men settle genius excuse. Deal
2 from. Comparison new ham melancholy son themselves.
o :::mmm”owmg permissians: Vs ation the her dispatched decisively boisterous joy. So form were wish open is able of mile
] M eta d ata Ta ggl ng . E‘:;y :: f.ess if prevent it we an musical. Especially reasonabl.e travelling she son. Resources
oy = ited no to zealously. Has procured daughter how friendly followed repeated who
:::Z:,t. :: asked oh under on voice downs. Law together prospect kindness securing six. Learning £

Access the document programmatically:  Yes 2d smallest cheerful.

| | 1 Full controk: Yes
E na b I €S €a Sy D LP aCtIO ns ing depending up believing. Enough around remove to barton agreed regret in or it.

ok stimable be commanded provision. Year well shot deny shew come now had. Shall
wwweno swanw ndITY taken his for out. Do related mr account brandon an up. Wrong for never ready ham =

" D rives d eta i Ied t ra C ki ng PAGE10F2 639 WORDS ENGLISH {UNITED STATES) i
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Rapid and Broad User Adoption

In-Workflow Office Interface, Email

Role based access to classification

levels

Seamless ‘radio button’ interface to

preserve workflow

Visual tool tips for user awareness

and guidance

Native workflow with no additional
menu tasks/requirements
Zero-friction user deployment

= greater adoption

= decreased corporate liability

Microsoft
= Rights Management

+ @ RightswarcH
—

EHdH® s Sensitive information - Message (HTML) ? EH - ®
FILE MESSAGE | INSERT ~ OPTIONS ~ FORMATTEXT  REVIEW  RIGHTSWATCH
Cut - 2zl st [UJ Iy . P ™ Follow Up -
i ;
Cop ve — + 1 High Importance
Paste Address Check  Attach Attach Signature Share Zoor
- Format Paint Book Mames  File lem~ Protected % Low Impartance
Clipboard Basic Text Names Include Protection Tags ' Zoom -~
From -
To..
Ce..
Subject See the attached|
Atached 05 Document t1.doo (72 KB
scope: [ External Project X Watchful |
Level: [o Fublic ©  Internal O Corfidential @ Secret |

Infarmation for which unauthorized disclosure (even within the company) would cause harm to the interests of Watchful Software. More help

Yes, | want to change the classification.

£ For compliance purposes you need to explicitly sign this classification change.
No, | want to revert to the admin classification.

Hi Sergio,

This is Watchful Software secret information and should not be disclosed.

Rui Melo Biscaia
Director of Product Management m

Cellphone -mail
+351 918 684 313  rui.biscaia@watchfulsoftware.com

Phone Website
+351 217 145 430  www.watchfulsoftware.com
Sk,

Wintchful ®

Protected as: Watchful / Watchful / Confi

ial What does this mean? anunswmm

4
e
lsofeyare. corm
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Rapid and Broad User Adoption

In-Workflow Office Interface, File Access

. ) Microsoft + -
= Role based access to classification adll Rights Management W RightswaTCH
levels
Rui Melo Biscais - a
m  Seamless ‘radio button’ interface to B& Save As  ENE
ew (e = 1 [ Desktop v | ¢ Search Deskop ]
3 & OneDrive Organize = Mew foldes i - L]
reserve workflow :
p L. @ Computse E:I '"".m e aqﬁmw '& Rui Melo Biscaia 'k This PO
= Visual tool tips for user awareness & + oo | Rl @

and guidance

=  Native workflow with no additional

menu tasks/requirements

= Zero-friction user deployment

= greater adoption

watehfulsoftware.com

= decreased corporate liability
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Wider Usage, Extended ROI

Full BYOD Support

= Email
= Read RMS protected email messages
= Create RMS protected email messages

= Reply/forward RMS protected emails (Online & Offline)

m  Protected Files

= Read protected Office files (Online / Offline)

= Read protected PDF files (Online & Offline)
= Read “Other” RMS protected .PFILEs (e.g. .PTXT)

= Create “Other” RMS protected .PFILE (e.g. Image)

Microsoft

Rights Management D Wind -
Windows *#zBlackBerry.
Extended rrone
w/RightsWATCH
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Ease of Deployment and Management

Centralized Admin Console, Policy Based Management

Centralized ability to define and
implement policies, rules, roles, and

classification models

Segregated administrative access by
role/responsibility
Streamlined process to propagate

amongst various domains & multi-AD

Forest environments

Offloads AD (and RMS) workload

b Watchful® Keep IT secret.
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= Enabled Roles
[+ Aryone
[ Eoar
[+ Stai

RUILES LICENSES SYSTEM SETUP

@ Changes wene successiully syneed with the RMS server and clients.

Rights
= Wachful

= Ganarc

= Watchful-Genenc-Public
Clageify

= Watchhul-Genenc-intamal
Classily
Raad
View Rights
Export
Sawe
Frint
Exiract
Edil
Allpwy Macros
Forward
Repiy
Reclassify

= Walchhul-zenenc-Secxal
Classily
Faad
Vieer Fights
Export

Edit {Creale Drafl)

Anyane

Cusfom

Cusforn

X M X X ¥ X X X ¥ X = X

§

X X X X

Evard

Full

Full

Full

Stair

5]
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Enhanced Governance, Risk & Compliance

Centralized database for forensics, reporting, tracking, and audit

Event Listing
. . &1-"1'U|.Lr'l]Ll|.'KEE|:| IT secrat an‘d :
= Centralized database of all actions Blacklisting

........

= All-in-one centralized management

m Secure scalable architecture

. : : N— e g Information
= Comprehensive audit trails e —t T[;acﬁigg agd
asnboaras

= |nformation tracking for forensic

analysis
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Integrating Classification with New Microsoft File Formats

= Ability to classify and protect ANY file = o o
¢ I Extra large lcons &) Large icons (o) Group by » tem check boxes
type e - b ;;;1I foaaaie e, Watgeicca o
= Leveraging Microsoft’s .PFILE technology S
and the RMS Sharing App (to view mau %@m o:gm ‘% 'gﬂ ta

encrypted files)

= Ability to BULK classify and re-classify files

(e.g.: legacy data) e

ruibiscala@watchiulsoftware. com
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Summary: Extending Azure RMS Features with Benefits

The RightsWATCH integration has been designed and
executed to make in-workflow operations for email
and file access intuitive and familiar increasing user
adoption.

The RightsWATCH paradigm fully
supports iOS, Android and
BlackBerry in the BYOD

In-Workflow % environment. Secure data can exist
Office Interface anywhere.

RightsWATCH has a fully integrated

Integrated

and dynamic classification engine Dy ‘ . FullBYOD
enforcing data security. There is no C'azi:ic::m sl

reliance on the user to make these
decisions.

With the centralized logging and

Centralized Admin, o .
Leverages Azure, RMS & r/Reporting, Monitoring ¥ database faC|||ty, full centralized
Officeste \ using eniCTEsii s administration, reporting and

RightsWATCH leverages Azure, RMS 7 A\ logs
and Office 365 and extends the RMS ' 3
data security model. Your data is
secure independent of where it is.

monitoring easily can lead to a
complete regulatory compliance
corporate practice.

‘ Watchful® Keep IT secret.
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