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© Copyright www.wat;ghfulsoftWa

RightsWATCH

data-centric security

RightsWATCH for Individuals

= DOWNLOAD AND INSTALL IT AND YOU’RE GOOD TO GO
TO START IDENTIFYING, CLASSIFYING, MARKING AND
PROTECTING YOUR SENSITIVE INFORMATION

b Watchful® Keep IT secret.



What is RightsWATCH for Individuals

=2 H S : Changes on legal departrent - Message (HTML) ? @ - x

_m MESSAGE | INSERT  OFTIONS  FORMATTEXT  REVIEW  RIGHTSWATCH
o o . -y ut f e e— a— 2! ‘.'3 . |* Fallowup -
1. Data Governance, Classification, Loss todec BT, emel xiEEs B G ) T Q Bice

" ramrine B 18 7 [E= = e A ard s s [T o
Prevention and Protection in a single oL — A E— : A
2. “Plug&Play” installation. Simply download off
the web. No server side component needed;
3. Immediately begin classifying, tagging and

marking information according to industry-

standard best practice;

4. Encrypt and Protect information with

Microsoft’s Azure RMS.

b Watchful® Keep IT secret.



Industry Standard Information Security Policy

Scope; [ Azure RS Classification ]

Lewel: [ e Fublic P Internal & Restricted

T @ v Libraries » Documents AN v Search Documents

Thisz is "Public”, non sensitive Information that does not require special care, .. bMore help

Organize v New folder B==

-
8 Downloads 2 Marne Date modified

=l Recent places
. File-Share (WTHS
& joe-share (NWTHED

|| Custom Office Templates 20/02/2014 14:08 & Hide Folders Tools - Sawe Cancel

4 Libraries

@ Docurnents

o Music AZURE RMS CLASSIFICATION

[ Pirtures S >

File name: | my—documenﬂ vl
Save astype:  Word Document ] DO NOT FORWARD PU BL'C r\
scope: [ Azure RMS Classification ] D Prevents ”COpy”, ”Prlnt” uEXportn from ﬂ D Default “
Level: [ Public ©  Intermal @  Restricted |
This is "Public”, non sensitive Information that daes not require special care, ... Mare help nor “Forward” an email message U No restrictions or markings

) Hide Folders Toals ~ Caned

CONFIDENTIAL r\ INTERNAL

U Prevents “Copy”, “Print”, “Export” ‘ ’ U Triggered by keywords and PlI

U Restricted to approved parties U Footer applied. Metadata tagged

(CONFIDENTIAL) VIEW ONLY r\ RESTRICTED
U Enables “Read Only” ‘s‘f:‘“ ' U Triggered by keywords and PII

U Restricted to approved parties

U Watermark applied. Metadata tagged

‘ Watchful® Keep IT secret.




RightsWATCH for Individuals Information Security Policy

CLASSIFICATION

"Restricted Data”; "Restricted Use Only“; "Do Not Disclose”

U Metadata: “Category = Restricted Use Only; “Category =
Restricted Information®; “Category = Restricted Data“

U Regular Expressions: (1) US Social Security #; (1) Credit Card
#

U Email Subject Line: "Restricted”; "Sensitive”; "Do Not

Disclose"

MARKINGS
f-r\
\uy PUBLIC U Default rule U No Header, Footer nor Watermarks. Adds Metadata
INTERNAL O Keywords: “Internal Use Only”; “Internal Information”; O Email Subject Line: [Classification: Internal]
“Internal Data” U Email Header: Yes
U Metadata: “Category = Internal Use Only”; “Category = U Office File Header: Internal Use Only
Internal Information”; “Category = Internal Information” U Alert: User is presented with an explanation
U Email Subject line: “Internal”
U File Size > 10MB
RESTRICTED O Keywords: "Restricted Access”; "Restricted Information”; O Email Subject Line: [Classification: Restricted]

U Email Header: Yes

U Office File Watermark: “Restricted Information”

U Alert: User is presented with an explanation

U Awareness: User is allowed to change the
classification level

U Disclaimer: User is asked to acknowledge changing

the classification level




RightsWATCH for Individuals Information Security Policy

CLASSIFICATION RULES MARKINGS

@) DO NOT FORWARD U Keywords: "Do Not Forward“ U Email Subject Line: [Protection: Do Not Forward]

U Email Header: Yes

U Metadata: Yes

U Alert: User is presented with an explanation
(ﬂ) CONFIDENTIAL U Keywords: "Company Confidential" U Email Subject Line: [Protection: Confidential]

U Email Header: Yes

U Metadata: Yes

U Office File Header: Confidential Use Only

U Alert: User is presented with an explanation
(‘B VIEW ONLY O Keywords: "Company Confidential View Only" U Email Subject Line: [Protection: View Only]

U Email Header: Yes

U Metadata: Yes

U Office File Watermark: “View Only Information”

U Alert: User is presented with an explanation

@ WaTCN]UT Keep T Secret.
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RightsWATCH for Individuals User Experience

Wiew- Only-Document. docx - Word ? B -
PAGE LAYOUT REFEREMCES PARILIMGS REWIEWS WIEWY
-l bp iz il = 8 i Find -
Aa vz &3 AT sepcene saebode AaBbC Askboe AdBI A epiace
- wac

o - A . B — AR i i i -
A~ - A = === |2 THormal | THo Spac.. Heading1  Heading 2 Title | I select~
[} Paragraph [} Styles [F} Editing

Pellentesque habitant morbi tristique senectus et netus et malesuadafarmes ac turpis egestas Proin
pharetra nonummy pede. WMauris et orci.

Aenean nec lorem. In porttitor. Donec laoreet nonum my augue,

Suspendisse dui purus, scelerisque at, vulputate vitae, pretium mattis, nunc. Mauris eget neque at sem
wenenatis eleifend. Ut nonurmmy.

Fusce aliguet pede non pede. Suspendisse dapibus lorern pellentesque magna. [nteger nulla.

Donec blandit feugiat ligula. Donec hendrerit, felis et imperdiet evismod, purus ipsum pretium metus, in
lacinia nulla nisl eget sapien. Donec ut est inlectus consequat consequat.

Etiam eget dui. Aliquarn eratvolutpat. Sed at lorem in nunc porta tristique.

Proin nec augue. Quisque aliquarm terpor magna. Pellentesque habitant morbi tristique senectus et
hetus et malesuadafames acturpis egestas.

MNurnc ac rmagha. Maecenas odio dolor, vulputate wel, auctor ac, accurnsan id, felis. Pellentesque cursus
sagittisfelis.

Pellentesque porttitor, velit 1acinia egestas auctaor, diam erosterm pus arcu, nec yulputate augue magna
wel risus. Cras non magnavel ante adipiscing rhoncus. Yivamus ami.

Morbi neque. Aliquarm eratvolutpat. Integer ultrices |obortis eros.

Pellentesque habitant morbi tristique senectus et netus et malesuadafarmes ac turpis egestas Proin
sernper, antevitae sollicitudin posuere, metus quam iaculis nibh, vitae scelerisque nunc massa eget
pede. Sedvelit urha, interdurn vel, ultricieswvel, faucibus at, guarm.

Donec elit est, consectetuer eget, consequat quis, tempus quis, wisi. Ininnunc. Class aptent taciti
sociosqu ad litoratorquent per conubia nostra, per inceptos hymenaeos.,

Donec ullarm corper fringilla eros. Fusce in sapien eu purus dapibus cornmodo. Curn socii s natoque
penatibus et magnis dis parturi ent rontes, nascetur ridiculus mus.
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Paul Brown =

Simple Standard Interface...

= for Zero learning curve & best-in-class User

Experience;
Industry Standard Information Security
Policy...

= To bring a world-class security model to

anyone;
Content & Context Aware rules built-in...

= For dynamic & policy driven classification;

Azure RMS- ready

= for controlled access and usage rights over

the information;

Watermarking, Tagging & Marking

= for user awareness and education.

b Watchful® Keep IT secret.



Pick the best RightsWATCH level for you

@ ‘ RightsWATCH ‘ RightsWATCH ‘ RightsWATCH

— — — —
U Define a Multi-level Security Model ;OI\:I3:;;)Iaeclged;p:;r;:gatti;eIs of Classification @ @
U Role-Based User Profiles - What users can do is driven by their role @ @
U Watermarking & Fingerprinting - Email & data files labelling & tagging @ @ @
U Easy User Experience - No impact with very fast learning curve @ @ @
U Content & Context Aware Policy Rules - Policy is applied with zero “Clicks” @ @ @
U Data Classification on Mobile Devices - Receive & apply data classification to emails @ @
U Centralized Web Admin Interface - Users & AD groups sync + RMS server sync @ @
U Apply Ad Doc Rights (Custom Permissions) - “FYEO” will allow users to override templates

O Apply RMS Templates to email & files - Corporate policy is transparently uphold @ @ @
U Encrypted PDF & “other” file types - Foxit Reader & Global Protector @ @ @
O Remote Kill (Blacklisting) - Revoke access to any email & file “on-the-fly” @
U Data Protection on Mobile Devices - PDFs & emails with usage rights enforced @
Q) Support for Exchange (OWA) & SharePoint - OWA & Data protection AT REST in SharePoint @

Q Audit Trail & Forensics - Event listing +/Info. Tracking + dashboards b 7 ltCthl.@ Keep IT secre@




3 minutes to World-Class Info Security!

Download | (optional) Enroll in | Have your sensitive
RightsWATCH for Azure RMS for |  data tagged and
Individuals | Individuals | protected!

(1 minute) | (2 minutes) Immediate!!

‘ Watchful® Keep IT secret.



The Road To Information Protection

RightsWATCH for Individuals | RihtsWATCH for Azure RMs |  RightsWATCH Enterprise

Simple to install Broader support for Full enterprise support for

L e custom templates and multilevel security model
rules .

Industry standard best Full customization

BYOD / Mobile support

practices template Broad BYOD support

|dentify, Classify, Mark, Tag Centralized

Optionally encrypt with monitoring/reporting

Azure RMS for Individuals Company-specific rules and
policies

b Watchful® Keep IT secret.
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