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A New Paradigm in Data-centric Security
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RightsWATCH & DATA Governance |
ll

GOVERNANCE

= Deploy a Multi-level Security Model

= Extend the Multi-level Security Model and

apply Role Based Access Control over Data

= Grant/revoke/deny each user/group of users

with multiple security clearances

" Log and have a comprehensive audit trail on

who, had done what, when and how.
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RightsWATCH & DATA Classification
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= Data Tagging

= Dynamic Watermarking

= Data Fingerprinting

John Doe
john.doe@watchfulsoftware.com

Latem lpsum is simply dummy text of the printing ar Wtypesetiing industry. Latem lpsum.
has been the industry’s standard dummy text ever Sihce the 1500s, when an unknown
printer took 2 galley of type and scrambled it to make 8 fy e specimen boak. It has survived
not only five centuries, but slzo the leap into electronic ypesetting, remaining essentislly
unchanged. It was populsrised in the 186805 with the rel of Letraset sheets contsining
Logem lpsumy passages, and more recently with desktop publishing software like Aldus

less normal distribution of letters, as opposed to using 'Content Lere, content here', making

it look ke readable English. Many desktop publishing packages (ind web page editors nnw|

use Larem lpsum as their default model text. and a search for | Rsumy’ will uncover

many web sites still in their infancy. Various versions have erolved over the years,
i by accident, sc i on purpose (injected humour, andl the like).

‘Contrary to popular belief, Lorem Ipsum is not simply random text. | his roots in a piece of
diassical Latin fterature from 45 BC, making it aver 2000 years old. Richard MeClintock,
Latin professor at Hampden-Sydney College in Virginia, looked up one o the more obscure
Lafin words, consactetur. from & Laem lpsum pessage. and going through the cites of the
word in classical literature, discovered the undoubtsble source. Lorem m comes from

sections 1.10.32 and 1.10.33 of "de Finibus Boonum &f Malomm" (The emes of Good
and Evil) by Cicero. written in 45 BC. This book is & trestise on the thaory of ethics, vary
popular during the Renasissance. The first line of Laem lpsum, "Laeso §sum dolor sit

amet.”, comes from a line in section 1.10.32.
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RightsWATCH & DATA Protection
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®" Enhances Rights Management Services:

= Better user experience

= Support for more platforms and file types
= Role Based Access to RMS templates

= Automatic application of RMS rights

= RMS encryption on iOS, Android & BB

icrosoft R
a méhts Management QR:ghtsWATCH
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— Better User Experience
Broa.éer guppor“'
Faste- Im?Qew\.en}a}Lom
Rapid ROI
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RightsWATCH & DATA Loss Prevention
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LOSS

* Email & MS Office Content & Context Aware PREVENTION

Policy Rules to:
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=  Automatically Classify & Protect data o | ot

Enforces corporate policies

ol ettt ® Contgeiio

s i information for whixh useuthorced docotute, partculacty outvide he compary. would be

= Enforce corporate Information Security Policies

= Enhance ANY existing DLP/Firewall/Gateway tool
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RightsWATCH integration & Support capabilities

Exchange
A\ (Webmail)

/7

AD RMS &
Azure RMS

|

Admin,
Audit Trails
& Forensic

\ P
SharePoint
~= _—

RMS App
(Any File)

RightsWATCH

data-centric security
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Classification & Protection of Email, Webmail & Office files
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Rights Management Sharing App & Global (File) Protector

Home Share View 0 o] e . (o ]) .
ey { s wowne B ADility to Classify & Protect “ANY” file
‘ | Details pane (33 Medium kcons |55 Small scon . "1 File name extensions : <
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pane Lis { ¥ ' ) Higd e t
type
T + Dem:
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8 8 8 8 5 dLeveraging Microsoft’s “.PFILE”

006 - XML 007 - WEG 008 - PNG 009 - 010 - BMP
File File File Notepad File

technology and the RMS App (to view

the encrypted files)

. e ruibiscasa@watchifulsoftware com

N ¥ ' D Ability to BULK Classify and Re-classify

files (eg: Legacy data)
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Classification & Protection of PDF files
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Support for Mobile Devices - Supporting a BYOD world

Is RightsWATCH installed on the device?

Can | read protected emails?

Can | read protected emails offline?

Is data encrypted and protected during transport and storage?
Can | read protected PDF files?

Can | read protected PDF files offline?

Can | read protected Office files?

Can | read protected Office files Offline?

Are the RMS Policies enforced on the device?
What is the oldest OS version supported?
Can | compose, classify and encrypt e-mail?

Can | reply and forward protected e-mails?

S { i BlackBerry. 9 g

7 an3zols
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RightsWATCH integration with MDM solutions

an2>3o01>
Single Sign-on and PIN Authentication — One password to access all enabled apps
Automatic App Configuration — Distribute required App configuration settings
AppTunnel Integration — App specific VPN connectivity (when made available)
Secure Data Removal - Wipe an app and data on a phone that was lost or stolen
Device Pinning - Only allow corporate users to log to an App on the device
Classify & Protect Emails online & offline
Read Protected .DOCX, .PPTX, .XLSX & .PDF files online & offline
Apply & Enforce RMS templates usage rights on the device (Copy, Print, ...)
Apply & Uphold an Information Security Policy to classified Information

Role Based Access to sensitive Information

RightsWATCH

daku-conkr o e ity

RightsWATCH

atu-conkr @ weep ity

~+
MDM

OIS
000000000V

suoport for: I ‘@Y Mobilelron
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RightsWATCH integration in MacOSX

RightsWATCH

daku-conkr o e ity

+ +
Offi¢é: mac ] Office

RightsWATCH

atu-conkr @ weep ity

Define a Multi-level Security Model

Role-Based Access Control

Watermarking, Tagging & Fingerprinting

Easy User Experience

Automatic & Intelligent Content & Context Aware Policy Rules

Apply RMS Templates Access and Usage Rights

Q0 © 0@

Support for Emails (MS Office for MAC 11)
Support for MS Office

Support for PDF files

Support for “other” file types

000000000V

&)

Audit Trail & Forensics
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RightsWATCH integration in MacOSX (screenshots)

Untitled 2

Untitled 2 [CHSN:)
] N o Company: [W I Criti =1 il n o
HEx06o e dy oo Bl s Hax oboe: &

Message Options level: [ public  |® internal Message Options Level: [ Public  [® Internal [0 Secret (=)
— & |Calibri vl1a |vllt=|i= 5= L T A | E; == :|Calibri =14 |=|E= = 2= ) s (B i
=" | | g __ = : ?f d‘v ° d ' éﬁ : e ?/ “’d| - ° g
send (B I | U #e|A-ad [BE = =] arach  picwre @7 Y check Names send (B |U|sc|A -ad~IBBE =5 amach  piawre &7 U Check Names

To:  'user3@watchfulsoftware.com' 3 To: | 'user3@watchfulsoftware.com’ 5

Cc &l Cc i
Subject: Subject:

& WSW-dev-secret - Secret Information

& WSW-dev-confidential - Confidential information

Some body text
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Enhancing the SharePoint security experience

Zf'Rightsw.nTl:H SharePoint Add-in Administration - ¥indows Internet Explorer

@:—: = I http:/{sharepoint/Pages|Rightsw ATCHConfigurePage. aspx

j | X Bing pelihs

File  Edit  Wiew

Favarites

Tools  Help

.7 Favarites | e

SharePaink

SharePoint - &drmin

RightsWATCH SharePoint Add-in Administration

Site Actions ~ [

Erowse

& - B - ) &= - Page - Safety - Tools - l@lv

vadministratar -

Home »IRightsWATCH SharePoint Add-in Administration I

Horne

Libraries

Fublic Folder
Confidential Falder
Secret Folder
Read Folder
Restricted Folder

Lists

Calendar

Discussions

Tearn Discussion

& Recycle Bin

3 all site Content

General Settings

RightsWATCH SharePoint Service location - Fetched updated Classifications List

|http:ﬂrms.w.wsw.IncaIfRightsWATCHfsharepoint-wehser\ricefRightsWATCHShareF'oint.asmx

RightsWATCH Default Behavior - Current available options are: Upload Check Classification; Do Mothing

Upload Check Classification ;I

RightsWATCH Default Classification - Default minirmurn classification accepted for uploads/check-ins

INot Classified or Public -
Mot Classified or Public
WSW-Partners-Non-Restricted
Ri{W=W-Other-project A
WEw-Other-project B
WSW-Partners-Restricted
W -Cther-Offline
WEW-Azure-Confidential
WS -y S -Confidential

extensions with 3",

Doc

WEW-WSW-Top Secret

Confidential Folder - (fe4bc716-ab52-4f5d-8525-89:5d788150a):

WSW-W S W -Confidential =

Customized Reports - (6b316623-8b3f-41b5-bdzf-94adfef7eadd):

Use Default Setting ;I

J/ )
Ilikelt  Tags &
Motes

earch Hhis sife o

If user tries to upload a file with a
classification below the minimum
threshold specified for that SharePoint
library, RightsWATCH asks the user to

upgrade the classification of the file

|

I_ I_ I_ I_ I_ I_ I@ [€& Local intranet | Protected Made: OFF

‘- ESE
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“All-in-One” Simple, powerful, centralized Admin Web Interface

JSegregated access to the @ watchful® Keep IT secret.
Admin interface; Ssron s
Centralized ability to define T x
and implement policies, oy o o I -
rules, roles and classification o s oo -
models; Toms T e e
A Streamlined process to s - :J :
propagate amongst various o . :
domains & multi-AD Forest . :'
environments; —— : j
O Offloads AD (and RMS) g K
workload ce EEE
Evport x x |

=
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Logging, Audit Trails, Forensics and Damage Control actions

Event Listing &
b Watchful™ Keep IT secrat BIaCk“St'ng

(JContent Rich Database

JAll-in-one Centralized
Management = =
. :”h: :T: Information
(Scalable Architecture e ————— T

Dashboards
‘ wimtchful® seep 11 seoret

A Secure Implementation e

d Comprehensive Audit Trails

dInformation Tracking for

Forensic Analysis
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RightsWATCH product versions

& RightsWATCH
@Supported — — —
Individuals Stand:

Define a Multi-level Security Model

Role-Based Access Control

Dynamic Watermarking, Tagging & Fingerprinting

In Workflow Interface. Easy User Experience

Automatic & Intelligent Content & Context Aware Policy Rules

Apply RMS Templates Access and Usage Rights

0000C©
000000 0C

Support for Emails, MS Office files, PDF & “other” file types
Support for Smartphones & Tablets

Exchange & SharePoint

00000000000 °

Centralized Admin Interface @
Audit Trail & Forensics @

\L 4
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