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A New Paradigm in Data-centric Security
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A New Paradigm in Data-centric Security

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 3

to enhance compliance

to apply policies

to decrease liability

to uphold policies

GOVERNANCE

CLASSIFICATION

PROTECTION

LOSS
PREVENTION
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RightsWATCH & DATA Governance

 Deploy a Multi-level Security Model

 Extend the Multi-level Security Model and 

apply Role Based Access Control over Data

 Grant/revoke/deny each user/group of users 

with multiple security clearances

 Log and have a comprehensive audit trail on 

who, had done what, when and how.

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 4
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RightsWATCH & DATA Classification

 Data Tagging

 Dynamic Watermarking

 Data Fingerprinting

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 5

CLASSIFICATION

Visual Tagging

Fingerprinting
Dynamic
Watermarking
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RightsWATCH & DATA Protection

 Enhances Rights Management Services:

 Better user experience

 Support for more platforms and file types

 Role Based Access to RMS templates

 Automatic application of RMS rights

 RMS encryption on iOS, Android & BB

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 6
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RightsWATCH & DATA Loss Prevention

 Email & MS Office Content & Context Aware 

Policy Rules to:

 Automatically Classify & Protect data

 Enforce corporate Information Security Policies

 Enhance ANY existing DLP/Firewall/Gateway  tool  

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 7
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RightsWATCH integration & Support capabilities

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 8

Office
& PDF

Admin, 

Audit Trails 

& Forensics

Outlook

MDMSharePoint

Exchange
(Webmail)

RMS App
(Any File)

Mobile 
Devices

AD RMS & 

Azure RMS

MacOSX
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Classification & Protection of Email, Webmail & Office files

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 9
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Rights Management Sharing App & Global (File) Protector

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 10

Ability to Classify & Protect “ANY” file 

type

Leveraging Microsoft’s “.PFILE” 

technology and the RMS App (to view 

the encrypted files) 

Ability to BULK Classify and Re-classify 

files (eg: Legacy data)
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 Foxit is the default reader for 

RMS encrypted PDF files;

 Same look & feel, Watermarks 

and Fingerprints as with MS 

Office files;

 RMS policy usage rights are 

enforced.

Classification & Protection of PDF files

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 11
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Support for Mobile Devices - Supporting a BYOD world

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 12

Is RightsWATCH installed on the device? App App Plug-in

Can I read protected emails?

Can I read protected emails offline?

Is data encrypted and protected during transport and storage?

Can I read protected PDF files?

Can I read protected PDF files offline?

Can I read protected Office files?

Can I read protected Office files Offline?

Are the RMS Policies enforced on the device?

What is the oldest OS version supported? 6.0 / 7.0 2.3.3 / 4.4.2 6 / 7 7 / 8.1

Can I compose, classify and encrypt e-mail?

Can I reply and forward protected e-mails?
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RightsWATCH integration with MDM solutions

4/8/2015 13

Single Sign-on and PIN Authentication – One password to access all enabled apps

Automatic App Configuration – Distribute required App configuration settings

AppTunnel Integration – App specific VPN connectivity (when made available)

Secure Data Removal - Wipe an app and data on a phone that was lost or stolen

Device Pinning - Only allow corporate users to log to an App on the device

Classify & Protect Emails online & offline

Read Protected .DOCX, .PPTX, .XLSX & .PDF files online & offline

Apply & Enforce RMS templates usage rights on the device (Copy, Print, …)

Apply & Uphold an Information Security Policy to classified Information

Role Based Access to sensitive Information

© Copyright www.watchfulsoftware.com. 2014 All Rights Reserved.

Support for:

MDM
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RightsWATCH integration in MacOSX

4/8/2015 14

Define a Multi-level Security Model

Role-Based Access Control

Watermarking, Tagging & Fingerprinting

Easy User Experience

Automatic & Intelligent Content & Context Aware Policy Rules

Apply RMS Templates Access and Usage Rights

Support for Emails (MS Office for MAC 11)

Support for MS Office

Support for PDF files

Support for “other” file types

Audit Trail & Forensics

© Copyright www.watchfulsoftware.com. 2014 All Rights Reserved.
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RightsWATCH integration in MacOSX (screenshots)

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 15
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Enhancing the SharePoint security experience

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 16

If user tries to upload a file with a 

classification below the minimum 

threshold specified for that SharePoint 

library, RightsWATCH asks the user to 

upgrade the classification of the file 
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“All-in-One” Simple, powerful, centralized Admin Web Interface

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 17

Segregated access to the 
Admin interface;

Centralized ability to define 
and implement policies, 
rules, roles and classification 
models;

Streamlined process to 
propagate amongst various 
domains & multi-AD Forest 
environments;

Offloads AD (and RMS) 
workload
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Logging, Audit Trails, Forensics and Damage Control actions

4/8/2015 © Copyright www.watchfulsoftware.com. 2014 All Rights Reserved. 18

Information 

Tracking & 

Dashboards

Event Listing & 

Blacklisting

Content Rich Database

All-in-one Centralized 

Management

Scalable Architecture

Secure Implementation

Comprehensive Audit Trails

Information Tracking for 

Forensic Analysis
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RightsWATCH product versions

4/8/2015 19

Define a Multi-level Security Model

Role-Based Access Control

Dynamic Watermarking, Tagging & Fingerprinting

In Workflow Interface. Easy User Experience

Automatic & Intelligent Content & Context Aware Policy Rules

Apply RMS Templates Access and Usage Rights

Support for Emails, MS Office files, PDF & “other” file types

Support for Smartphones & Tablets

Exchange & SharePoint

Centralized Admin Interface

Audit Trail & Forensics

© Copyright www.watchfulsoftware.com. 2014 All Rights Reserved.

Individuals
Supported

Standard Enterprise
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