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Managed File Transtfer

el S8

Server-to-Server Person-to-Person

GoAnywhere MFT™ is an enterprise-level solution which can manage all of your organization'’s file
transfer needs through a single interface. With extensive security controls and detailed audit trails,
GoAnywhere MFT will help your organization comply with data privacy regulations and PCI DSS.
This innovative solution automates Serverto-Server file transfers and simplifies Person-to-Person file
sharing and collaboration.
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GoAnywhere MFT is an all-in-one solution that will automate and manage all of your
organization’s file transfers and related processing through a single point of control. Its
intuitive interface and extensive workflow features will help eliminate the need for traditional
file transfer scripts, single-function tools and manual processes.

e Use a modern browser-based dashboard to configure and monitor file transfers

e Create multi-step workflows to transfer, encrypt and process files

e Connect to a wide variety of servers for exchanging data using standard protocols

e Allow trading partners to securely connect and exchange files with your organization
e |ntegrate with existing applications and programs using commands and APls

e Monitor folders for new files and process immediately

e Schedule file transfers to run at future dates and times with custom calendars

Translate data to/from popular file formats and databases

Protect data at rest and in motion using popular encryption standards

Keep sensitive files out of the DMZ while protecting the private network

Maintain compliance with detailed audit logs and reports

Cluster installations for scalability and active-active high availability

Environment: Click Here | System Name: Production
Logged in as: root
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Recent Blacklisted IP Addresses - Detail = 2088
IP Address Reason Time
95.240.250.252 6/12/15 9:57:47 PM 1566
27.251.246.114 Brute Force 6/11/15 8:27:41 AM
6/8/15 3:41:31 AM
6/7/15 12:09:43 PM

Denial of Service

37.77.165.33 Denial of Service
61.160.212.145 Brute Force
119.188.42.49 Brute Force 6/5/15 6:19:03 PM
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Day of Week

Over 60 Unique Tasks

Modern Browser-Based Dashboard for Administration
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GoAnywhere MFT receives High Scores
in recent Info-Tech Research Group study
on Managed File Transfer Solutions
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COLLABORATION

Person-to-Person

My Workspace Goprive GoAnywhere MFT allows your employees,
# Upload | [hMew Folder  CRefresh  [§E Media Viewer | I Display | s 6 o
e “|  customers and trading partners to efficiently
witighs L N Nome ¢ LostModiied & size 2 share files and collaborate from any authorized
S ' 3 [0) casestudies 6/25/15 1:40:07 B . . . . -
& Trash gin computer or mobile device using intuitive
@ Shared Docs 3 @ HR Share 8/13/15 4:12:28 PM ]
screens and apps.
Disk Usage - D Security & Compliance 6/25/15 1:40:17 PM
5% 3 @& cororote_overview pat 7/6hs 42208 390.02 %8 =| Sensitive files remain on-premise (out of the
10.81 MB of 200 MB
i f] customer tistpdt LSS AR08 25273 K cloud) with centralized access controls in order
Mulcedircedrvs to meet strict compliance requirements. All
e tranactions are audited in a central database
QTR_1_Results.csv 2.2MB Successful i
QTR_2_Results.csv 4.2 MB Successful for reportlng purposes
QTR_3_Results.csv 247.5 KB ful i

This is a cost-effective solution since
GoAnywhere MFT is sold as a perpetual
one-time license (no subscription fees).

QTR_4_Results.csv Revision History for 'QTR_1_Results.csv’ x

Revision 4 (Current) Revised by Jon Smith  12/2/14 11:19:08 AM  2.19MB

Revision 3 Revised by Kathy Harris  12/2/14 11:18:38 AM  2.20 MB
Revision 2 Revised by Kathy Harris  12/2/14 11:07:44 AM  1.10 MB
_ Gobrive [ Secure Folders
GoDrive by GoAnywhere™ is an on-premise solution that GoAnywhere MFT offers an intuitive HTTPS Web Client that allows
provides Enterprise File Sync and Sharing (EFSS) for your employees, customers and trading partners to quickly transfer
employees and partners. Files and folders are easily shared files between their desktop and your server using the convenience
between users with advanced collaboration features. of their web browser.
e Sync files across Windows, Mac and Mobile devices e Authenticate users against Active Directory or LDAP
e Protect files with end-to-end AES 256 bit encryption e Set granular folder permissions
e Set disk quotas at the global and per-user level e Drag-n-drop within a modern HTML 5 interface
e Track file revisions and comments e Trigger actions to send email alerts or run workflows

e Restore deleted files from a trash bin Encrypt files at rest and in motion

e Remote wipe lost or stolen devices Rebrand interface with custom logo and privacy text
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Secure Mail by GoAnywhere™ allows employees to send

~ Secure Mail ompose send | [ Save Cancel
confidential messages and files as secure HTTPS links using : = ) :mm., km;mmmmx |
the convenience of Microsoft Outlook or an intuitive Web Client. ® orsts T
: :::D:em Subject * | Here are your images
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@ Password Protect Package

e Encrypt and store files/messages (packages) on-premise Secure Delivery e, Y
* Protect packages with unique tokens or passwords Toloming o e sent e e o L
T B Include password in email
e Expire packages after a specified number of days Clck here to download the fefs) sted below [ Limit Downloads
TradingPartnertanagem ent_Slide45.PNG 21,42 E‘ Allow Reply
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Allow secure replies with confidential messages and files

confidential and is intended solaly for the use of
ion has been sent to you by GaAmwhera.
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Protocols and Standards

Encryption and Compression

Open PGP TLS

GPG AES

SSH FIPS 140-2 Compliance
SSL ZIP, GZIP, TAR
Connectivity

SFTP SMB/CIFS
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AS2 DMZ gateway
Databases

SQL Server DB2
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MySQL Informix
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Excel
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Authentication
Active Directory, LDAP, IBM i, Database
SAML for single sign-on and dual factor authentication
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Logging and Compliance Reporting

GoAnywhere MFT generates comprehensive audit
logs of all file transfer activity in a central database
which can be searched and viewed through the
browser-based administrator.

The advanced reporting module in GoAnywhere MFT
allows you to gain access to this important audit
information as easy-to-read PDF documents.

These reports can be run instantly through the
browser-based console and scheduled for distribution
to the network or via email.

About Linoma Software

Founded in 1994, Linoma Software provides
innovative technologies for protecting sensitive data
and automating data movement. Linoma Software
has a diverse install base of over 3,000 customers
around the world including corporations, non-profit
organizations and government entities. With its
dedication to research, development and superior
customer service, Linoma Software is recognized as
a leader in software development.

Customer Support

The success of Linoma Software is largely due to our
customer-centric approach to the markets we serve.
Providing the highest level of customer support is
our number one priority. We are able to efficiently
respond to any issues or questions through phone,
email and live online assistance.
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103 South 14th Street

Ashland, Nebraska 68003

(402) 944-4242 * 1-800-949-4696
sales@goanywhere.com
www.GoAnywhere.com




