IQProtector Express

Streamlining Compliance, Data Classification

and Control for Email, MS-Office Applications
and PDFs

To meet compliance and industry data security regulations - like PCI,
HIPAA, the EU Data Protection Directive or ISO 27001 - and to defend
business assets, organizations must be able to identify sensitive
information and protect it.

Assuring that such information is restricted to designated areas and
accessible only to authorized personnel, organizations also need to be
cautious about where information is created, used, stored, and with
whom it is shared.

Meet Growing Data Security Challenges and
Threats

The data-security concerns of today’s fast-paced business environment
are taxing the resources of IT departments with a growing set of complex
tasks. Data security regulations and requirements must be followed, but
organizations also need to continue to take advantage of IT efficiencies
like cloud applications and collaborations. For organizations to comply
with today’s complicated security requirements, users must be trained
in the nuances of data classification, an activity that hinders their work.

Simplify Compliance with Easy Operation
IQProtector Express helps organizations streamline compliance processes
and optimize existing DLP and email encryption gateway deployments

through 100% accurate classification and protection of email, MS-Office
documents and PDF files.

Part of the IQProtector Suite, IQProtector Express features Secure
Islands’ persistent, active Data Immunization technology which classifies
and protects data upon creation at its source. The solution enables
organizations to map their information assets and understand where
information is created, used, stored and shared both within and beyond
the perimeter. 1QProtector Express also enhances the performance
of DLP and significantly improves the enforcement of data-protection
policies by leveraging its intelligent, accurate classification scheme.

Highlights

Apply 100% accurate classification and
protection of email, MS-Office files and
PDF to comply with today’s complicated
information security requirements

Benefits

Compliance with regulations and
other security requirements

Significantly reduced TCO

Enhanced Data Loss Prevention
(DLP) functionality through accurate
classification

Automatic user education based on
user-driven actions (block, warn,
request justification)

Secure information collaboration
both within and beyond the
organization

Accurate mapping of information
assets within and beyond the
perimeter with real-time analytics

Zero-configuration solution

About Secure Islands

Secure Islands develops and markets
advanced Information Protection and
Control (IPC) solutions for the borderless
enterprise. Our policy-driven technology
immunizes data at the point of creation,
applying classification and protection
that persist throughout the entire data
lifecycle.

Visit us at

www.secureislands.com
info@secureislands.com
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IQProtector Express

100% Accurate Classification

As a low-TCO solution, IQProtector Express is easy to implement and
fits in seamlessly with current operations without requiring extensive
user training or expertise. Organizations are able to quickly implement
any of three levels of information classification, providing them with an
accurate, enforced and user-friendly classification methodology:

The one-click classification bar is an intuitive tool for users to classify
manually, without effort, any email and office document.

Automatic classification using a simplified rule base that allows for
accurate and seamless data classification, based on data source,
user, context and the content of the email or document.
System-recommended classification that prompts a suggested
classification to the end-user which best fits the document context
and content. Users can accept the recommendation or simply enter
a different classification level.

Full Protection from Creation to End of Life

IQProtector Express leverages Microsoft Rights Management
Service (RMS) protection, embedding it into classified files or emails at
the moment of their creation. Rights management restricts the access
and usage of the information to authorized users — and the protection is
persistent throughout the entire information lifecycle. Even if the file or
email reaches the wrong hands, it remains fully protected and is useless
to the unauthorized user.

To ensure a smooth roll-out throughout the organization,
IQProtector Express educates users and prevents data leakage as it
automatically warns, blocks operations and prompts users for justification
before sending information outside the business or sharing with external
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Key Features

accurate information
classification and protection for
email, MS Office and PDF files

File encryption and Rights
Management enforcement based
on Microsoft RMS

Simple to implement: standalone
policy configuration or central,
web-based management for policy
distribution

levels of information

classification:
- User-driven classification
- System recommended classification

- Fully automatic classification by
data content and context

Real-time event logs reveal where
information is created and who is
accessing it

IQProtector Analytics maps
information assets and tracks usage
patterns

® Usable with other products from the

IQProtector Suite and upgradable to
IQProtector Enterprise

| I D |: AA 5 Security ™
gJ Standards Council
1

PARTICIPATING ORGANIZATION

M PROTECTION SUPERVISO

AN

S0 | @
*

NS

ISO/IEC 27001:2005

G{secure islands

| Page2

Secure Islands Technologies Inc. 79 Madison Ave. New York, NY 10016 | Tel: +1(646) 313 3798

Secure Islands Technologies Ltd. 5 Menachem Begin Ave, Beit Dagan, Israel 50250|+972(3) 7299899



IQProtector Express

Quick Rollout, Full Information-Usage Visibility

IQProtector Express is a zero-configuration solution - true plug and play. It is especially helpful to organizations that do
not have the support team in place to establish and manage detailed information classification and protection policies.
IQProtector Express supports simple standalone policy configuration or central web-based management of policy
distribution according to preferences.

Once in place, IQProtector Express allows enterprise IT teams to gain clear visibility into the creation, usage and location of
organizational data. Via its web-based console, the solution provides easy tracking and auditing of data logs and events in
real time and summarized over time. IQProtector Analytics enables enterprises to map their information assets so that they
can finally understand where information is created and used in MS-Office applications, and how it is shared over email

IQProtector ENTERPRISE

Complete data interception on
endpoint: web, apps, repositories, &
protect data used by in any app

IQProtector Mobile
Use encrypted mail on mobile devices: smartphones & tablets

o~ Data Interceptors for Apps & Cloud
— For Exchange, Application Server, SharePoint, OpenText and more!
|QProtector Scanner for Data Repositories
I“. Classify and protect data at rest
ﬁ |QProtector Bridge for IT & Business Processes
% Enable search indexers, AV scanners, DLP scanners and any other IT process
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