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Visibility Study

> DATA EVENT VISIBILITY ACROSS ALL ENDPOINTS

Do you know if your company’s sensitive
customer, employee, IP and trade

secret information is at risk to theft or
compromise?

Digital Guardian offers the industry’s only on-demand data visibility study powered by the
proven, patented Digital Guardian platform. This service is appropriate for virtually every
organization with proprietary or regulated data; it is designed to provide actionable intelligence
on policy compliance, privileged user and insider activity, and potential targeted cyber-attacks.
After just 30 days you will get a detailed snapshot of how your organization’s sensitive data is
Most organizations are constantly being used, or in some cases, misused.
pressed by their partners, directors and
auditors to confirm if their most valuable
datais exposed, yet do not have the
technology or expertise to answer even
their most basic data security questions.

The Digital Guardian Data Visibility Study requires NO additional staffing, hardware, or
consultant fees. Completely deployed and managed by our security experts, the service records
continuous and actionable data discovery, use, and compliance telemetry on workstations,
laptops, and servers. The complete service is available to organizations in North America and
the Europe.

STANDARD REPORTS INCLUDED The Data Visibility Study includes:

INTHE DATA VISIBILITY SERVICE «  Agent configuration, deployment, and management
DASHBOARD »  Secure storage of client event meta- data
»  Continuous activity monitoring on or off the network

*  Web uploads; by file name & »  Riskalerting & trending analysis

extension, destination domain,

and top 10 users

*  Outlook Email; by file name &
extension, recipient domain, and

top 10 users

*  Removable Media (USB & CD/
DVD); by device type, file name &

extension; and top 10 users
»  Printing; by file name &

extension, activities on and off
the network, and top 10 users
»  Copy/Move to Network Shares;

by file name & extension and

activity on or off the network
»  Application Activity Reports; by
executable type and frequency

of use

»  Detailed event forensics
»  Self-service portal with a reporting dashboard of common data risks
*  Professional services consulting & 24x7 support

This service offers you unprecedented clarity into every aspect of how sensitive data is actually
being accessed, stored, and used with respect to your organization’s unique policies and
restrictions. Once deployed by Digital Guardian experts, our host agents begin immediately
and continuously capturing secure event meta-data® from multiple sources on host systems,
including information on application use; network uploads; data access; printing; email and
Webmail events; and all file operations that occur both on and off the network.

The Data Visibility Study service includes a configurable reporting dashboard powered by
Digital Guardian’s data intelligence engine which provides clients up-to-the-minute risk
analysis, report creation, and policy alerting. It also includes support from Digital Guardian
consultants to review reports, identify risks, and advise actionable steps to help manage
potential threats throughout the study period.

Your Visibility Study can be seamlessly upgraded to a complete Managed Security Program
at any time. The evidence and controls provided by the service provides the industry’s only
solution to definitely prove just how secure your data is right now — and ensure its value is
never compromised by unmanaged risks.
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For more information, visit
www.digitalguardian.com

Administrators can easily magnify any Digital
Guardian summary report so risky activities can
be investigated and corrected immediately.
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® Date Operation User Computer Application
A‘v 6/6/2012 4:45:27 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
4, 6/6/2012 4:45:18 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
, 6/6/2012 4:44:44 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
4, 6/6/2012 4:43:48 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
2 , 6/6/2012 4:43:41 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64Vv2 dropbox
% 6/6/2012 4:43:03 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
6/6/2012 4:42:47 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
6/6/2012 4:42:35 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
® |, 6/6/2012 4:42:30 AM Network Transfer Upload | tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox The Visi bi I ity Study req u i res
@ \"Q 6/6/2012 4:42:18 AM Network Transfer Upload tt-Lucidx64V2\tonyt tt-Lucidx64V2 dropbox
N NO customer resources:
*  Nohardware
*Note: No sensitive content is transmitted or stored as part of * Nolicensing
the service; Digital Guardian logs actions as meta-data that »  Nosecurity expertise
recreate any event in its proper context with forensic accuracy. «  Nostaffing

To assure sufficient tamper resistance, event meta-data are
encrypted, hashed, and digitally signed before being securely
transferred to Digital Guardian’ hosting facilities from anywhere
in the world via Digital Guardian’s FIPS 140-2 certified protocol.

Upgrades to a Managed Security
Program solution instantly!
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