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About Boldon James boldonjames

A QinetiQ Company

* Global leader in data classification and secure messaging solutions
e Established in 1985, headquartered in the UK with 60+ employees
* Owned by QinetiQ Plc -S2bn defence & security technology business

* 30 years experience in delivering complex secure messaging, data
security and information management solutions

e Global presence, local expertise — with offices in the UK, US, Australia
and Europe. World wide coverage through channel partner network.

Microsoft Partner v’ Symantec.

Gold Application Development

Technology Enabled Partner

U McAfee welbsense

Securlty Innovatlon Alllance ESSENTIAL INFORMATION PROTECTION®
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Microsoft Relationship boldonjames
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“This highest level of Partner status, combined
with their long standing relationships, provides
Boldon James a unique level of access to new
Microsoft products, developoment support, and
commercial support.”

=" Microsoft

“This level of access is not
available to other independent
software vendors in the
messaging sector.”



Client experience boldonjames
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* Over 5 million end users of our technology globally

e Customersacross multiple sectors, Financial Services, Law, Oil & Gas,
Pharma, Manufacturing, Telcos, Military, Intelligence, Government

* Global organisations trust us to protect their sensitive data....
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Why Is Data Classification
Important Today?



Security problems have evolved boldonjames
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Peer to Peer or/Group

Organisation to
Organisation
cﬁ»l l* e Collaborative Apps and Social
* Transactional Apps Media
e Structured Data e Unstructured data

Distributed information

Centralised information

Virtual Infrastructure, BYOD and
Cloud

On-premise infrastructure

Perimeter-based security e People are the new perimeter!




Era of continuous breaches
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Operational
Sophistication

Year of the
breach

@ "... 2
2011

Attack types

SQL
injection

Source: IBM X-Force Threat Inte

Spear
phishing

Daily leaks of
sensitive data

40% increase in
reported breaches
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The Data Challenge boldonjames
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“worldwide information volumes are growing at in excess of 60%”

“800% growth in unstructured data in next 5 years” (Gartner)

“the substantial growth of data is fast becoming unmanageable”

What data are we What are the How do you
talking about? risks? know?



Data Privacy Issues boldonjames
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o Data Laws becoming more stringent Disparity in data privacy

regulations globally
o Data Privacy for certain types of data is mandated by law

o Data must be understood and classified in order to be

adequately managed, controlled, and protected

2 Once critical data and systems have been identified, controls

must be implemented to achieve the privacy that is required



The crux of the problem... boldonjames
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..because we’ve all pressed this by mistake!!
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Hard truths around data loss
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N\

of data breaches
were down to
human error

The Ponemon Institute

68 :‘>

% X

of business users
have sent an email to
the wrong person
by mistake

SilverSky

242

of business users said
that the greater threat
to businesses are
employees unintentionally
sending out sensitive
information via email

SilverSky

said the CEO’s
confidential data
had been breached
within 12 months

Websense

QA
20

Inadvertent misuse of

data from insiders is

responsible for 36%
of data breaches

Forrester

The ICO believe that
over 50% of data
breaches are caused
by human error

ICO



The Price of Unmanaged Data boldonjames

A QinetiQ Company

o Data Protection Act

»  EU Data Protection Laws changing

. ICO Fines
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Mo Sony Zurich What is the
Fined £140k Fined $416k Fined €3.1m value of a
(2013) (2013) (2008) reputation?



Cost & Impact of data breach boldonjames
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Average cost of a data A single lost or stolen Average cost of a

breach increased in data record cost on single sen§itive data
2013 by average breach in 2013

(Ponemon Institute)

15% $145 S3.5m
1

The cost of data breach is
on the rise and affecting
customer retention , ,



Data breach impact on share price boldonjames
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6/7/2010 W12010 LB/?'JH 412011 622011

15%

B Dew Jones Induurial Average Indes

e $272m hit on operating profit
* 9% drop in share price
e $1.25bn lost revenue (est)



More recently.... boldonjames
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 11% drop in share price after data breach
revealed on 19th Dec 2013

Target
TARGET 75.00

70.00
65.00
60.00
55.00

50.00
May '13 July "13 Sept. '13 Nov.'13  Jan.'14 M



Security now board-room concerns boldonjames
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CISO’s are now being appointed to board room positions
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Protecting sensitive data



Keeping CISO’s up at night boldonjames
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Not knowing where Only 7% know where
sensitive data is Unstructured data resides

said that not knowing where the organisations
sensitive data is represents a significant security risk

Source: Ponemon Report: The State of Data Centric Security (June 2014)



|dentifying sensitive or critical data boldonjames
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An average organisation’s Business value that is estimated
critical data is less than... to be contained in critical data...

2%

70%

/Examples of Sensitive Data: \
« Mergers & acquisition plans ¢« Manufacturing drawings
« Business plans « Employee data
 R&D plans « Customer data
« Company results « Payment information (PCI)
« Drug formulas « Fiscal trading data

= J

Source: U.S. President’s 2006 Economic Report to Congress




Critical data is high value boldonjames
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Business Critical IP Top secret plans &
Critical (e.g. design files) formulas

C-Level Merger & Acquisition plans Investment decisions

CLUEls@ PCI-DSS PII DPA HIPAA GSC ITAR SOX

Business Business Strategic Parther Company Product
Strategic ERS ERS Results roadmap

Business Audit Customer Commercial Security
Unit Critical reports records pricing data data

Project GOt o Employee / Accounting

Operational plans N e

Public Press Market Official

Partner list : :
releases intelligence results

Source: IBM Corporation



5 steps to protect your sensitive data boldonjames
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1 Identify - your sensitive data

2 Discover - location and accessibility

Classify - data according to its value to
the organisation

Secure - employ security control and
protection measures

= Monitor - measure and evolve
security practices




Securing Data Throughout the Lifecycle bOldOﬂjamES

A QinetiQ Company

Secure Deletion Classify
Content Discovery Rights Assignment

Asset
Management
Encryption

Encryption Access Controls
Application Security Rights Management
Data Loss Prevention Activity Monitoring
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What is Data Classification?



What is Data Classification? boldonjames

Visual Markings
L SNy

A QinetiQ Company

!

Involving the user to
place a key identifier
onto a piece of
information to ensure
appropriate handling

* ))

Handling Rules

£

o



Ways to Do Data Classification boldonjames
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System Generated

CONFIDENTIAL




User Driven Data Classification
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Dynamic and proactive labelling

Enforce labelling/data classification
policy

Domain, user & attachment checks

Ensure consistent markings are applied

Fully customisable images, labels and
text

Visual labels & metadata

Multiple platforms & file types

INSERT OPTIONS FORp

AGE

ME

Single
@ NonBusiness [ General ..r Por cl ick } fiy >
Confidential & Intemal Only buttons

Jmes Include  Tags

assifier Labe
Tue 20/05/2014 20:18
Beth Kaer
[10]Planning meeting

To  Frank Guerillo

Cc  Edward Henthall

Message £ Project Penburn Resource Listxlsx (1.

Internal Only
First line

Hey F k,
eyren of text

Il schedule the planning me. ursday, that's when Ed is due to provide his report.

Should we also have Archie sit in? I think his input is required for the Capabilities Document.
Last line
of text
Visual

summary
,,,,, 8) pane

Bl — Classifier Label

Beth Kaer Noitems




Preventing Against Accidental Loss boldonjames
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i Marketing Plan - Policy Check

jo Thisis a summary of the checks performed by your labelling policy.
1 The curent label is shown below, please click if you wish to edit.

-~

Confidential

Unapproved Recipients (PREVENT) (7]}

One or more recipients are not approved to receive a message with this label - click Remove

%Y Remove' to delete these recipients, or ‘Back' to retum to the message.

nancy(@yahoo.com

Click for less information é‘

Back




Types of info to protect boldonjames
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SHARING &
CREATION COLLABORATION

Outlook'Web App

B> SharePoint ‘

@& Exchange
Lotus 2 Notes !




Extending to CAD files. . boldonjames
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trolley_structure.dwg - ... |

Annotate  Layout Parametric View Manage Output Plug-ins  Autodesk360  Express Tools

- — User Defined Classification
- rolley_structure* >
- Classifier Label
TO.
Y ‘ Select Iabel values
I § S
Public B General . | !
I Confidential | [l Highly Conf 9 ol
This item has no classification
Close
T \ I ._r"’
1= N 32~ Type a command -
4 4[> [P LW Layout1 { Layout2

| B e D0« |- [+ [t [Tis tem s no classiicatol5 1) [T

18:09

2o - AT

27/11/2013
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Classification Solutions



Take Control with Classifier boldonjames
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Classifier extends the capabilities of Microsoft products and other applications to
allow users to apply relevant visual & metadata labels (protective markings) to
messages, documents and files in order to enforce information assurance policies,
raise user awareness of data value and drive multiple security technologies.

Z d @ lassifier

Easy to install Seamlessly extends Core Features:
client software core MS products * Engage the employee
* Educate the employee
f;@@ * Insert visual markings
‘{)u(@u‘f * Raise awareness and
s understanding
Adoption of your Orchestrate your e Insert metadata
information security technologies. e Control email distribution

classification policy.



Classifier - securing your data boldonjames
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DATA CREATION AND EXCHANGE

Email Classifier EXISTING AND

Email Classification and Release Control for Secure STORED DATA
Messaging

File Classifier

File Classification - Security
Labelling for All Types of
Windows Files

Office Classifier

Document Classification - Labelling
and Protective Marking for
Microsoft® Office Documents
Power Classifier

Mass Security Labelling for
Documents and Files

CAD Classifier
Protect Design
Documents and CAD
Workflow

REMOTE ACCESS AND
COLLABORATION

EXCHANGE OWA Classifier

Message Classification

and Release Control for
Microsoft Outlook Web App
(OWA)

Exchange Classifier
In-transit Message
Classification

- Ensuring Consistency
and Improving
Collaboration

SHAREPOINT

O “  Mobile Classifier
: Message Classification and Data Loss

Prevention for Mobile Devices

SharePoint Classifier
Security Labelling for Microsoft
Document Management



Email Classifier
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MICROSOFT OUTLOOK
(OR LOTUS NOTES)

* ENFORCE LABELLING/
DATA CLASSIFCATION
POLICY

* DOMAIN, USER, AND
ATTACHMENT CHECKS
AT THE CLIENT

* ENSURE CONSISTENT
MARKINGS ARE APPLIED

* VISUAL AND METADATA
MARKINGS

=

T— i
kHE
[
i
i *

Commercial Plan [SEC]
T

fm————]

Message Insert Options Format Text Review

Classification* SECRET v .0 Favourites -
Y Descriptor Commercial v L] Options ~
r, Classifier Label
\ T ™
Send
subject:

SENT

Subject: Commercial Plan [SEC]
dmin at 12:33 on 18/04,/2013.

=l

This email has been classified as SECRET Commercial by Admin at 12:33 on 18/04/2013. b
| . !

[nformation owned by Boldon James
Please delete if you are not the intended recipient

p




Office Classifier boldonjames
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M | C ROSO FT WO R D Home Insert Page Layout References Mailings
! Classification® SECRET v . Favourites = A
EXC E I—; POW E R PO | N-l-; Descriptor Commercial v 2] Options ~ IS

VISIO & PROJECT

Classifier Label

* ENFORCE LABELLING/
DATA CLASSIFCATION

POLICY

Controlled Information: Boldon James Commercial

* ENSURE CONSISTENT
MARKINGS ARE APPLIED

* VISUAL AND METADATA
MARKINGS




File Classifier boldonjames
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MICROSOFT WINDOWS

SHELL EXTENSION e '
Cut
Copy
e ENFORCE LABELLING/ e
DATA CLASSIFCATION Delete
POLICY =10
@_f] C:\TEmp\New folder\Confidentiality.doc
e SUPPORT FOR NON- Classifer abel
NATIVE FILE TYPES e

About... I Edit Label | Apply Label || Close I

* ENSURE CONSISTENT
MARKINGS ARE APPLIED

* APPLY METADATA
MARKINGS



Power Classifier boldonjames
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BULK LABELLING OF |
I—EGACY FI I_ES & }Tﬁ — Power Classifier [= [ =l
DOCUMENTS & = .

Select File(s) or Folder to dassify

() selectFile(s) @ SelectFolder [ | Recurse

* RETROSPECTIVE ATEST (-]

Select a label value

APPLICATION OF [V Apply ADS Marking
CLASSIFICATION LABELS WwamEDNERNAL
Copy the SISL label to the dipboard

Output

hd S U P P O RT F O R NO N- Displays status information about files which have been processed.

File Classification Status ~

NATIV E FILE TYPES C:\TEST\2003.doc UNMARKED INTERNAL Label written successfully [=]
C:\TEST\Bears.htm UNMARKED INTERNAL Label written successfully
C:\TEST\Bears.jpg UNMARKED INTERNAL Label written successfully
C:\TEST'\Book1 - Labelled.xls UNMARKED INTERNAL Label written successfully
¢ A P P L l E S LA B E LS TO A N Y C:\TEST'\Book1 - unlabelled. xls UNMARKED INTERNAL Label written successfully
C:\TEST\Code Coverage.coverage UNMARKED INTERNAL Label written successfully

F l L E C O NTA' N E D | N C:\TEST\excel small - 5-85.xls UNMARKED INTERNAL Label written successfully v

WI N DOWS FI I. E STO R E Display the powershell command

’ Finished applying classification to selected files.

* BESPOKE SCRIPT
CREATION VIA POWER
SHELL



Classifier Administration boldonjames
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UNIFIED
ADMINSTRATION

View and modify the values that appear within this single selection list. You must have at least one value in the selector.
Moving up and down changes the order of the values when the selector is displayed, and can optionally control the
hierarchy.

+ ALLPRODUCTS MANAGED | -
FROM A SINGLE LOCATION —

u Properties mﬁ
° QU'CK START TEMPLATES LI;sstﬁI;c SEW Nl::;"“: Eg;z’;i‘ D:;—m‘“( Ema": ’ Z %%:E: pmﬁ‘w

The marking format defines how the marking appears when added to documents and messages.

 MULTIPLE POLICY o S

Enter your marking format as free-form text n the box below.

S U P PO RT This message is marked {Classification}. Do not distribute to third parties without manager approval.
BT

7| Erovdethe detals of the mesaage that wi bo presented to your uaers
corfquraton

7| The name is used for reference wehin your

. REUSABLE POLICY e
COMPONENTS

Meszage texd:
A requred label element has not been select=d - dick on lsbel ~
above to change, or cick Sack’ ta return ta message edit,

Halp URL
[etp://itranet forotectve_mationg/Anvalid_lsbel_emor_help mtm

e HIGHLY CONFIGURABLE
BEHAVIOURS D]




SharePoint Classifier boldonjames
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o Check & apply labels upon upload

o Enforce classification upon import

BN [ http://sharepoint/Shared2%20Documents/Forms/&lllt O + & |l [7] Shared Documents - All Do... X .

Shared Documents - LD HR Pol. 73-23 R3.docx

=n ¥ Cu
= Do, X

Save Cancel Paste Delete
Iltem

Commit Clipboard Actions

o The document was uploaded successfully. Use this formto update the properties of the document.

Name * LD HR Pol. 73-23 R3 |.docx

Title | |

Classifier Label General Business

Created at 9/26/2013 4:45 PM by Beth Kaer i Save | | Cancel
Last modified at 9/26/2013 4:45 PM by Beth Kaer : :




Classification Reporting boldonjames
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o Dashboards and Reports

0 Extensible by customer

o The dashboards and reports reflect
o Principals — who is doing what
o Content — what content is being processed

o Actions — which Classifier rules are honoured /
ignored



Sample Dashboards / Reports boldonjames
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o Monthly trends against policy violations

o Attachment names for each classification value
o Types of documents for each classification value
o Individual users making policy violations

o Email domains receiving sensitive information

...Create your own dashboards and reports



Dashboard example boldonjames
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o 4 Classifier Reporting Console = = Jla J[x
(Bl Home Vs

Classifier Dashboards

Email Classification Policy Check Trends )

Compliance

Previous 6 months total policy checks triggered Q Previous 6 months policy check trends Q

—@— Document content check —@— High-water mark check

@ Label change check —®— Mandatory selector check
—®- Message content check o Recipient clearance check
Document Document 300
Compliance Classification
Data
750 8
700
650 2 -
Email Recipient and
Classification Attachment Data 600

Data

[Label change ch
High

ss0

Document
content check:
- 3.90 %

S00

450

Recipient c

S5

350

300

Check Type (Total for Month)

250

200

150

100

S0




Email Classification Dashboard boldonjames
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Email Compliance |

N Mm»umMMMMWMNWMMMNWuJJrU%JJlMMwMMtLﬁ.IHi’-ﬁlwllif'h-htﬁd'mﬂf ;Lau»LJNNMMuLM‘@L

Total triggered policy checks 3]  Top 5 users ignoring policy checks R

B rahul avling [l Aden El adb 7] Aden Flint [l Aden Jones [ Korey Jones

o 120
S
o 100
O
S
@ 80
§
Check Type S 60
=
Label validity check: 0.38 % |——\ Label change check: 18.86 % | O 45
Mandatory selector check: 0.25 % X
Message content check: 8
3.53 % : o 20
High-water mark check: O
11.98 %
0
Grand Total
Policy check outcomes R
I challenge [ Ignored [ Prevent [l warn
Recipient clearance check: 55.00 % }—‘ Recipient clearance check -
[
& Message content check
-
¢ Mandatory selector check
[w]
[0}
K Label change check
(&)

High-water mark check -

0K 2K 4K 6k 8K 10K 12K ‘ 16K
Outcome (Count)
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Benefiting from Data Classification



How data classification can help boldonjames
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Raise User

Control
Awareness Protect valuable and

Unstructured Data sensitive information

&

4
Ny

|

)
|

%E -
2\

[ TATCS

Drive technology Simplify

via metadata access control



How data classification can help boldonjames
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Raise User
Awareness



Raising User Awareness boldonjames
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Focus on putting the user:
of their data security strate

60%

Tool transfor lmprovemeqt in
security cultu \ user security

awareness 9

Heightene
over to print

Allianz

Requests for more lockable
office storage

Users asked for data cIass N\ | 89 %

tool back when removed
reduction in data

loss incidents

Internal security awareness measure

increased from 29% to 89%




How data classification can help boldonjames
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Raise User

Control Protect valuable and
Awareness
Unstructured Data sensitive information
=
Drive technology Simplify

via metadata access control



Driving other technologies boldonjames
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Classification Metadata
can drive complementary
security and information
management technologies:

eDiscovery Data
(Search & Governance

Retrieval)

Event
Monitoring
(SIEM)

Mobile
Devices

Data Loss
Prevention Access
(DLP) i G Control

Guards &
Gateways

Encryption

Document
& Records
Managemen Archiving
(EDRMS) Info
Rights
G ELET e



Technology partnerships boldonjames
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v Symantec. N\ v

|08IC‘:
eDiscovery Data
:*LogRhythmr (Search & Governance
Retrieval)
splunk >
- Mobile
Monitoring B e
RSA
SECURITY"
\fSymantec_ patail Data Loss -
welbsense p tion Prevention
EEEEE cusense Prer (DLP) Control
McAfee
Platfore
Voltage
Encryption Guards &
SOPHOS b Gateways
&. egress’ <
- Document
Q&!&Mﬂl&@ & Records
Managemen Archiving
(EDRMS) Info
OPENTEXT Rights

G ELET e
® documentum

division of EMC W N\ i
a division o ] MICFOSOft



Driving Symantec DLP boldonjames
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Classifier and Symantec™ DLP

Boldon James Send

n R 3
Classifier G /—~ Classify Guide In )
T — M Non-Business A Warn \ET

( — B General Business © Justify
B Confidential Q Prevent

Save
/Print

Analyse & Decide \/Symantec-

Q
\_/ * Endpoint Prevent and Discover

* Network Prevent for Email

U W O UV oo

Notify Block Quarantine Protect Allow

Policy violation
remediate



Driving DLP solutions boldonjames
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Classifier and McAfee® DLP

Send Classify Guide
Boldon James /—“' iﬂ
Classifier (& r
@ f B Non-Business A Warn )
( — B General Business © Justify
. S — B Confidential © Prevent
bold__O“lame Save
Host DLP
Analyse & Decide Network DLP )
A -
D UMcAfee

Notify Block Quarantine Protect Allow

\_ Policy violation ) ) K K J J

remediate




Enhancing DLP solutions boldonjames
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Helping to improve DLP accuracy via metadata labels....

— — —
{| = 'Oliul:  — Documentl - Microsoft Word ‘E‘M

File ‘ Home | Insert Page Layout References Mailings Review View Developer PDF @ 9

.e a N d p reV e ﬂt Ofﬂ O a d tO i (I) personal (&) Confidential 3¢ Favourites ~  Calibri (8ody) Ju | ==

uE- | SE EE A oy
== ‘t=. |
paste j @General - jfl;orttlon Mark | B I U - abe X. X' | & E— EE E,_ N Styles | Editing
J Pt AR B =
Clipboard Tx Classifier Label ‘D personal ’ﬁ Confldent|a| h o | |

C o D&

external devices and el

1

"

. |

upload to the Cloud, | @ nTERNALONLY Classfer Label :

Annual Report
for example... R
xecutive summary
» = . .
[ X
Dropbox Upload to Public Shared
Just Internal.docx - 21.49 KB Upload Error @
Add more files | Having problems? Try the ba W McAfee Data Loss Prevention X
@ Web Post was blocked

https:/idl-web.dropbox.com/chunked_upload?name=Ju

Internal.docx&chunk=08&chunks=1&bjar=W3sic2Vzc19)
Shared&t=0_MR2ZuXR1s1Hq3PC5T9ceHo&_subject_

Request DLP bypass




Greater ROl from DLP boldonjames
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Applying User-driven Data Classification

1000

800

600

400

Incidents per week

200

Risk reduction over time



How data classification can help boldonjames
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mnmg

Simplify
access control



Simplify access control to shared data boldonjames

A QinetiQ Company

Employee View

Site Actions ~ @  Browse

: ﬁ E-mail a Link 3 3 .

Ll Y @ , = W) )

New Upload New Edit View Edit Classify... Download a Workflows Publish
Document + Document- Folder Document | Properties Properties P Copy :

New Open & Check Out Manage Share & Track Copies Workflows

Libraries Type Name Modified Modified B Classification
cie s e ! ~ Microsoft®

fte Fages @]  Business Strategy 2014 9/20/2013 3:22 PM Beth Kaer Internal Only

Shared Documents

SharePoint:

") Business Strategy 2014 9/20/2013 3:22 PM Beth Kaer Internal Only
. e InvoiceReport4535 & new 9/26/2013 4:46 PM Beth Kaer General Business
Lists
- @ Lab Demo Softball Fall 2013 9/20/2013 3:22 PM Beth Kaer Non-Business
alenaar
@ LD HR Pol. 73-23 R3 &hew 9/26/2013 4:46 PM Beth Kaer General Business
Tasks
&) TPS Report 9/20/2013 3:22 PM Beth Kaer Confidential

Discussions 4k Add document

Partner View

Library Tools

Site Actions v+ @2  Browse |[EPLIIENIN

Lj ﬁ (& ,J » | ) E-mail a Link o —“_v ti_:) J

New Upload New Edit View Edit Classify... Download a - Workflows Publish
Document+ Document. Folder Document Properties Properties X Copy /
New Open & Check Out Manage Share & Track Copies Workflows
Libraries [[] Type Name Modified Modified By Classification A
Stte Pages @ InvoiceReport4535 & new 9/26/2013 4:46 PM Beth Kaer General Business
Shared D ts E
ared bocumen @)  Lab Demo Softball Fall 2013 9/20/2013 3:22 PM Beth Kaer Non-Business
) LD HR Pol. 73-23 R3 &inew 9/26/2013 4:46 PM Beth Kaer General Business

Lists
Calendar 48 Add document




Protecting data on the move boldonjames

A QinetiQ Company

Compose

2 Mobile Classifier Email

Select classification (.

labelling for mobile data

UNM/INT

2 Web-based email app

o Lightweight mobile app |
leveraging Microsoft OWA/EWS = g
o Multiplatform — Android and cﬁ?

i0S, Windows mobile

jhouseworth@mail.com; David Langton;

a2 Multi-format —Smartphone and New product campaign
tablet touchscreen

SENSITIVE INTERNAL

Hello John and David,

D CO m pat | b I e Wlt h EXC h a nge :::niaﬂz;ettziomﬁédlts to the new brochure for the product

The only question that remains is whether the features listed

O n I i n e ( Offi C e 3 65 ) are accurate... | heard rumblings from production that Flash

Red won't make it in time - John, can you check with the
supplier on delivery.

Other than that, | think we are good to go.

Thanks,
A



Improving Business Performance  Doldonjames

A QinetiQ Company

Companies who have a Best-in-Class security score are 3 times more likely to
be using data classification.

Data Classification as a Current Enterprise Capability by Maturity Class 2007-2012
%
60

50

40

B [aggards

30 B Industry Average

20 " Best-in-Class

10

Percentage of Respondents

2007 2008 2009 2010 2011 2012

Source: Aberdeen Group, February 2013
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Case Studies: Implementing
Data Classification
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Case study: protecting valuable data

o Background

Q

Q

Management concerned about accidental release of
commercially-sensitive content

Decision already taken to enhance collaboration and
information sharing

Focus on brand and employee protection

2 The Challenge

Q

Stretched archiving procedures & reduced storage
costs

Wide spectrum of data types and sources to consider -

including surveys, financials, energy production
projects

Lack of knowledge about what data was being stored
in tools like SharePoint and Symantec

Discover what data they had and define a data
classification policy

A QinetiQ Company
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o Requirements & Constraints

0 Integration with existing applications
& platforms — SharePoint, intranets,

supplier extranets

0 Meeting strict industry regulations,
processes and procedures

0 Future attainment of 1ISO27001

0 Ensuring the solution had a low
overhead and seamlessly integrated
with Symantec’s email security suite

0 The flexibility to apply different rules
to different user communities
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Involve Super-
Usersin PoCto

Requirements ' test applicability _
S & Da-tg | SquUoQ o P R S FuII.roII—out in
Classification evaluation, oolicy & level of advisory mode,
madg that Policy Down select, e complete user
solution Deep data Initial Product complementary training &
needed dive/audit Trial (PoC) ol awareness
@ @ o ®

Senior Management Team Involvement &
Sponsorship
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o Benefits

0 SharePoint Classifier enabled users to apply labels to files held
in SharePoint

0 Increased user awareness of the value of sensitive information

0 Metadata ensured consistent control over the dissemination of _
information

o Radical improvement in the way SharePoint-sourced information
is managed, controlled and shared throughout the organisation.

o Classifier helped enforce corporate policy and rules on handling
and release of emails

0 Boosted ROIin DLP, encryption, archiving & storage, e-discovery,
information rights management and ERDMS

0 Helped meet key regulatory and assurance requirements,
including 1S027001

o Core part of the organisation’s data protection strategy
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lata Classification Best Practice
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Public

Internal

Confidential
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Restricted Data Sensitive Data Public Data
(highest, most sensitive) (moderate level of sensitivity) (low level of sensitivity)
Lagal Protection of data is required by law Stanford has a contractual obligation to Protection of data is at the
ST (e.g., see list of specific HIPAA and protect the data discretion of the owner or
FERPA data elements) custodian
Reputation risk High Medium Low
Other Information which provides access to  Smaller subsets of protected data from General university information
Institutional resources, physical or virtual a school or department
Risks
Only those individuals designated with Stanford employees and Stanford affiliates and general
Access approved access and signed non-employees who have a business  public with a need to know
non-disclosure agreements need to know
= Medical = [nformation resources with = Campus maps
= Students access to restricted data = Business contact data
= Prospective students = Research detail or results that (e.g., directory
= Personnel are not restricted data information)
= Donor or prospect = Library transactions (e.g., = Email
= Financial catalog, circulation,
Examples = Contracts acquisitions)
= Physical plant detail = Financial transactions which do
= Credit card numbers not include restricted data (e.qg.,
= Certain management information telephone billing) STANFORD
= See below for more specific = |nformation covered by UNIVERSITY

examples non-disclosure agreements



User Driven Data Classification - bo|d0njames
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1. Keep Policy Simple & Easy to Use

=a\
>, One size does not fit all N ;
;. Consider how you Collaborate 9\

.. Plan For Legacy Data

5. Close the loop



Why put Data Classification at the centre of
your layered security approach?

a

a
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Empowers users & increases data security awareness

Supports more effective archiving procedures,
reducing storage requirements and costs

Adds context and meaning to unstructured data
Supports compliance to industry regulations and standards

Applies valuable metadata to drive greater efficiencies across other
enterprise security and information management technologies

Supports more secure collaborative & remote working
Maintains business viability — protects intellectual property

Fast becoming security best practice — the smart thing todo
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Thank you.

QeI
<email>

Connect with us...

Twitter: @boldonjames
Web:



